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The purpose of the WAL is to store information about LDAP DNs or entries while performing an LDAP operation such as ADD, DELETE or MODIFY. This will allow the X.509 Parsing Server (XPS) to restore the initial state of the database in case of a failure.

When a user initiates an operation, the WAL file will be opened. It will stay opened until the operation is finished and it’s no longer required,and then this file will be deleted.

The content of the WAL file is either the DN of an entry (for ADD requests) or a whole entry (for DELETE requests). This information will be stored in LDIF format and multiple entries will be separated by  blank lines. All LDIF operations will be performed using the existing OpenLDAP mechanisms. To be sure that information is actually written on the disk after every operation with the WAL system function fflush() will be called. 

Example:

If a user sends an ADD request which contains the entry with 2 X.509 certificates, then XPS will create the entry and 2 additional X.509 entries. After storing the initial entry's DN in the WAL this entry will be added to the Directory. Then the first X.509 entry's DN will be stored in the WAL and the entry stored in the Directory. The same will be done for the second X.509 entry. At the end the WAL file will be similar to the following, assuming that the serial numbers for the two X.509 certificates are 1111111 and 222222, and the DN of the CA is “EMAILADDRESS=certify@pca.dfn.de, CN=DFN Toplevel Certification Authority, OU=DFN-PCA, OU=DFN-CERT GmbH, O=Deutsches Forschungsnetz,C=DE”.

dn: =Roman Gebhart,ou=Payroll, o=Salford,c=gb

<CR LF>

dn: x509serialNumber=1111111, “EMAILADDRESS=certify@pca.dfn.de,CN=DFN Toplevel Certification Authority,OU=DFN-PCA,OU=DFN-CERT GmbH,O=Deutsches Forschungsnetz,C=DE”, cn=Roman Gebhart,ou=Payroll, o=Salford,c=gb

<CR LF>

dn: x509serialNumber=2222222, “EMAILADDRESS=certify@pca.dfn.de,CN=DFN Toplevel Certification Authority,OU=DFN-PCA,OU=DFN-CERT GmbH,O=Deutsches Forschungsnetz,C=DE”, cn=Roman Gebhart,ou=Payroll, o=Salford,c=gb

If all operations were successful the WAL file will be deleted. Otherwise the first blank line from the end of file will be found. If the WAL contains the DN of an entry, this entry will be deleted from the directory. If it’s a whole entry, it will be added back. Then this piece of information will be deleted from the WAL.

 In the same way all the WAL file will be processed until it is empty. When all recovery operations are finished, the WAL file will be deleted. For more information see [detailed design]. Note that when OpenLDAP/XPS first initialises, it must search for any WAL files left from the previous invocations, and perform the recovery operations such as those above before the XPS is ready to receive new requests.

The OpenLDAP server is multitasking and it is capable of handling multiple requests at once. So XPS may be running in different threads simultaneously. To avoid collisions different WALs will be required for each thread. Since the format of the WAL is a text file, each operation will create its own file. In order to avoid name collisions each file name will be constructed using the following information:

“wal” – the same part for every WAL file, distinguishing it from other OpenLDAP and XPS files.

32 ASCII symbols representing a 128-bit hash of the DN 
of the entry to be modified. This will avoid collisions and also will keep the XPS from modifying the same entry concurrently, since only one process can work with the particular WAL file. The hashing will be done using OpenLDAP lutil_MD5Init(), lutil_MD5Update(), and lutil_MD5Final() functions.  For the converting 128-bit hash into ASCII string the function int hash2string(char *hash,  char *dn) will be created.  The input parameters are 

dn  - input string, containing the DN of the entry.

hash - 32-character string, representing the created hash. It will be 32 hexadecimal numbers (0-9, a-f)

hash2string () will return 0 if hashing was successful, or 1 - if not. 
.log – file extension, serves for information only purposes.

Example:

If there are three operations beingperformed by OpenLDAP/XPS at the present time there will be three log files in the directory, defined in slapd.conf.  If walpath is set to /usr/local/var/xps/wals/ the result of ls /usr/local/var/xps/wals/ will be similar to the following:

walKHWIHfdsafJG420ghdlT4YG.log

walerq1DRF2gagLVPE8efabNVT.log

wal1tr12LH9KhjtIO96lqR1MxQv.log

A collision may appear when some of the old WAL files are left from the previous running of the OpenLDAP/XPS server (for example if the system crashed due to some reason). In this case during the OpenLDAP startup XPS will try to restore the information from every WAL file (described above) and, regardless of the result, delete the WAL file (if the restoration wasn’t successful if will be logged in xpsrecovery.log).

�You have not said how the 128 bits are turned into 22 characters, or what the range of characters is.





