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When the XPS finds x.509 attributes in the entry to be added it calls one of the x509*_2_mods() functions.

There are three such functions:

x509AC_2_mods() - converts Attribute Certificate into the list of Modifications

x509CRL_2_mods() - converts Certificate Revocation List into the list of Modifications

x509PKC_2_mods() - converts Public Key Certificate into the list of Modifications

All these functions are generated by an ASN.1 compiler, written by E.Ball.

ASN1 compiler description

The compiler is based on a sub-set of the ASN.1 defined by X.680 (12/97) with some restrictions and additions. The additions are support for the ANY DEFINED BY type, which has been included for backwards support, and also a new EXTENSION type. This is for support of the extensions mechanism used in X509 certificates, whereby a value is passed in binary as OCTET STRING but actually also has an ASN.1 definition for the contents of the octet string. 

The compiler is built using the compiler generator tools flex and bison. Flex is based on the well known UNIX lex and builds a lexical analyzer which is used to process the text input to the complier. The lexical analyzer recognize keywords in the ASN1, identifiers, numbers etc. and removes white space in the traditional way. The definition used by flex to build the lexical analyzer is contained in the file asn1.lex (see Appendix 1). The output from the lexical analyzer is actually a sequence of tokens and corresponding values that are used by the compiler itself. The compiler is built using the tool bison, a compiler generator based on the well known UNIX tool yacc. The definition of the compiler is contained in the file asn1.y (see Appendix 1), and consists of Bachus-Naur type definitions that closely follow the ASN1 definition described above. 

Although bison is extremely useful in automatically building a parser that will recognize input in its definition file, it does not automatically generate parse trees and output code. These must be added to the definition file, in the form of embedded actions, to build a parse tree, and also a code generator. After the input has been scanned and a parse tree built, the code generator walks this tree and translates this into output code. 

The Parse Tree 

The C structures used by the compiler are contained in a file called common.h (see Appendix 1). 

The most important are the Definition and the Type, corresponding to the equivalent ASN.1. The compiler maintains an internal stack that holds Type values and as each Type is recognized it is put onto the stack. Where Types may be combined together, as defined by the ASN1, they are pulled from the stack and a new Type put back on the stack.  Eventually, assuming that the input is good, an ASN.1 definition will be recognized and a Definition structure will be created and put on a linked list. The Definition will contain a linked list of Type structures that are part of the Definition. 

Generating the Code 

Starting with the first Definition in the parse tree it is analyzed and the text of a C subroutine written to the output file. This has the name decodeABCD, where ABCD is replaced by the name of the Definition. For each Type contained in the typelist of the Definition a C TypeDescription structure is defined in the written routine. These are combined together into an array and passed to a more basic decode function. 

For example:- 

ABCD  ::= SEQUENCE { x INTEGER, y BIT STRING } 

would produce:- 

void decodeABCD(char * name,int tag,int tagOption,byte **P,int 

count,TypeDescription TD[],int optional,int Default,char *ObjectIdentifier) 

{int t; 

TypeDescription _TD0={"x",-1,2,0,(_CPF)decodeINTEGER,0,0,""}; 

TypeDescription _TD1={"y",-1,2,0,(_CPF)decodeINTEGER,0,0,""}; 

TypeDescription _TD[]={_TD0,_TD1}; 

printf("%s ",name); 

decodeSEQUENCE("ABCD",tag,tagOption,P,2,_TD,optional,Default,""); 

} 

The Code Library 

A skeleton library has been written called decodelib.c. This provides the basic support for all the ASN.1 built in types, and it takes the user to the value part of each TLV ber structure in the input. The user must decide what it is that he wants to do with this value, e.g put it into his own structure, throw it away or whatever.  

The library also copes with ASN.1 OPTIONAL and DEFAULT situations, although it is left up to the user to supply any missing DEFAULT values.  

The library implements basic error checking, i.e. that tags are of the required type and that lengths of sequences are not exceeded. 

Using the Compiler 

The compiler is called decoder and it takes two command line arguments, the first being the name of the file containing the  ASN1 definition, the second being the file name into which the generated C will be written. At the moment the compiler first copies the file decoderlib.c to this file and then writes the routines that it generates. It could be easily modified to miss out copying the library and this could then be simply linked in with the user's application. 

e.g. decoder q.asn1 q.c 

 This will compile the definition in q.asn1 and write the file q.c 

ASN.1 Additions 

In order to support the EXTENSION mechanism the ASN.1 TypeAssignement has been extended from:- 

TypeAssignment ::= typereference "::=" Type 

to:- 

TypeAssignment ::= typereference "::=" Type | OID typereference "::=" Type 

Where OID is an object identifier production in dotted integer notation e.g 1.2.3.4   This allows an OID to be associated with an ASN1 type. 

The Type ExtensionType is defined:- 

ExtensionType ::= "EXTENSION" lcID, where lcID is a lowercase prefixed 

identifier. 

These two modifications combine as follows:- 

X509 DEFINITIONS ::= 

BEGIN  

Test::= SEQUENCE{ 

        abc OBJECT IDENTIFIER, 


e EXTENSION abc} 

0.1.2.3.4 A::= INTEGER
 

END 

Here EXTENSION abc means that e will be encoded as an OCTET STRING but that its internal structure will be defined by the OID contained in the value abc. At run time the OID is extracted from abc and stored. When the decodeEXTENSION code is reached this OID is looked up from abc and compared with those of known definitions. In this example if it is 0.1.2.3.4 then the value of e will be decoded as an INTEGER. If the OID is not known an error will be generated. 

Generating the parsing functions

To generate these functions the ASN.1 definitions of CRL, PKC and AC have been written (files pkc.asn1, ac.asn1, crl.asn1 - see Appendix 1)

The following commands 

 decoder pkc.asn1 pkc.c 

 decoder ac.asn1 ac.c 

 decoder crl.asn1 crl.c 

produce C files that contain the required functions along with necessary library functions.

Since the functions, created be the ASN.1 compiler use the strings from ASN.1 type references as attribute types, they will need to be replaced with the actual LDAP attribute types, taken from the LDAP PKI schema IDs [CRL], [AC], [PKC]. For example the ASN.1 type serialNumber will need to be replaced with the x509serialNumber LDAP attribute type. This is achieved as follows: a configuration file x509attrtypes.txt comprises two columns of strings. The first column holds the ASN.1 type reference, the second holds the corresponding LDAP attribute type name. An example x509attrtypes.txt file is shown in Appendix 1.  If the LDAP schema definitions change, or new ones are defined, then the file x509attrtypes.txt can be updated, the new LDAP schemas can be added, OpenLDAP can be restarted and the new schema definitions will take effect. If however, a new X.509 extension is defined, this can only be supported by: adding the new X.509 extension to the appropriate asn1 file (pkc, ac or crl), recompiling it using the ASN.1 compiler, updating the file x509attrtypes.txt and updating the OpenLDAP schema. 

Parsing the extensions

If a CRL, PKC or AC has any extensions they will be parsed as and stored in the memory as an "Extension " attribute. The XPS supports a number of the selected attributes, so their values have to be decoded as well. For this purpose the XPS will have a list of OIDs of the supported attributes (held in file x509attrtypes.txt) and a corresponding parsing function from the library, described above. For example, the Subject Altenative Name extension for the PKC has the following ASN.1 definition:

 SubjectAltName ::= GeneralNames

      GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName

      GeneralName ::= CHOICE {

           otherName                       [0]     OtherName,

           rfc822Name                      [1]     IA5String,

           dNSName                         [2]     IA5String,

           x400Address                     [3]     ORAddress,

           directoryName                   [4]     Name,

           ediPartyName                    [5]     EDIPartyName,

           uniformResourceIdentifier       [6]     IA5String,

           iPAddress                       [7]     OCTET STRING,

           registeredID                    [8]     OBJECT IDENTIFIER}

If the OID of this extension is found while parsing the certificate the following function will be called:

void decodeSEQUENCE(char *name,int tag,int implicit,byte **P,int count, TypeDescription TD[],int optional,int Default,)

The attribute types will be replaced with the corresponding ones from the schema [CRL], [AC], [PKC].
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Appendix 1 Example input file structures

Example asn1.lex file

%{

#include "asn1.tab.h"

#include "printtoken.h"

//SCOPEVAL "("[0-9a-zA-Z]+".."[0-9a-zA-Z]+")"

//{SCOPEVAL} {printf("%s ",yytext);strcpy(yylval.str,yytext); return SCOPE;}

%}

ID   [A-Z][A-Za-z0-9]* 

lcID [a-z][a-zA-Z0-9]*

TAG  "["[0-9]*"]"

NUMBER [0-9]+

%%

"IA5String" {printf("%s ",yytext); strcpy(yylval.str,yytext);return IA5STRING;}

"TeletexString" {printf("%s ",yytext);

                 strcpy(yylval.str,yytext);



 return TELETEXSTRING;



 }

"PrintableString" {printf("%s ",yytext);

                 strcpy(yylval.str,yytext);



 return PRINTABLESTRING;



 }

 

"BMPString" {printf("%s ",yytext);

                 strcpy(yylval.str,yytext);



 return BMPSTRING;



 }


"UniversalString" {printf("%s ",yytext);

                 strcpy(yylval.str,yytext);



 return UNIVERSALSTRING;



 }

 
 

".." {printf(".. dotdot");strcpy(yylval.str,yytext); return DOTDOT;}

EXTENSION {printf("EXTENSION ");yylval.val=EXTENSION;

           return EXTENSION;}

GeneralizedTime {printf("GeneralizedTime ");

                 yylval.val=GeneralizedTime; 

                 return GeneralizedTime;}

UTCTime {printf("UTCTime ");yylval.val=UTCTime; return UTCTime;}

"("  {printf("( "); strcpy(yylval.str,yytext); return OPENBR;}

")" {printf(") ");strcpy(yylval.str,yytext);return CLOSEBR;}

MIN {printf("%s ",yytext); strcpy(yylval.str,yytext); return MIN;}

MAX {printf("%s ",yytext); strcpy(yylval.str,yytext); return MAX;}

NULL {printf("%s ",yytext);yylval.val=_NULL; return _NULL;}

REAL {printf("%s ",yytext);yylval.val=REAL; return REAL;}

SIZE {printf("SIZE ");yylval.val=SIZE;return SIZE; }

OF {printf("OF ");yylval.val=OF; return (OF);}

ANY    {printf("ANY "); yylval.val=ANY; return(ANY);}

DEFINED {printf("DEFINED "); yylval.val=DEFINED; return(DEFINED);}

BY      {printf("BY "); yylval.val=BY; return(BY);}

DEFAULT {printf("DEFAULT ");yylval.val=DEFAULT;return DEFAULT; }

IMPLICIT {printf("IMPLICIT ");yylval.val=IMPLICIT;return IMPLICIT;} /* consume this keyword */

OPTIONAL {printf("OPTIONAL ");yylval.val=OPTIONAL;return OPTIONAL;}

EXPLICIT {printf("EXPLICIT ");} /* consume */

TRUE   {printf("TRUE ");yylval.val=TRUE;return TRUE;}

FALSE  {printf("**FALSE ");yylval.val=FALSE; return FALSE;}

{TAG} {int i,sum=0; 

 char *pnt=yytext;// convert the tag digits to an int

       for(i=1;i<strlen(yytext)-1;i++)


   sum=sum*10+pnt[i]-'0';

       printf("%s ",yytext);yylval.val=sum; return(TAG);

       }

{NUMBER} {int i,sum=0; // (0)

        char *pnt=yytext;// convert the value digits to an int

//
printf("\n**NUMBER yytext=%s\n",yytext);

       for(i=0;i<strlen(yytext);i++)


   sum=sum*10+pnt[i]-'0';

        printf("%d",sum);yylval.val=sum; return(NUMBER);

       }

"," {printf(", ");return (COMMA);}

"{" {printf("\n{ ");yylval.val=_br;return(_br);}

"}" {printf("}\n");yylval.val= br_;return (br_);}

::= {printf("::= "); return(DFB);}

{lcID} {printf("%s ",yytext); 

        strcpy(yylval.str,yytext);

         return(lcID);

        }

BOOLEAN {printf("%s ",yytext);yylval.val=BOOLEAN; return BOOLEAN;}

OCTET  {printf("OCTET "); 

        yylval.val=OCTET;


return (OCTET);}

BIT {printf("BIT ");yylval.val=BIT;return BIT;}

STRING {printf("STRING ");

        yylval.val=STRING; return STRING;}

OBJECT  {printf("%s ",yytext);

                     yylval.val=OBJECT;



     return(OBJECT);}

IDENTIFIER  {printf("%s ",yytext);

                     yylval.val=IDENTIFIER;



     return(IDENTIFIER);}

DEFINITIONS {printf("DEFINITIONS ");return(DEFINITIONS);}

BEGIN  {printf("BEGIN ");return(_BEGIN);}

INTEGER {printf("INTEGER "); yylval.val=INTEGER; return (INTEGER); }

END {printf("END "); return(_END);}

ENUMERATED {printf("ENUMERATED ");yylval.val=ENUMERATED; return ENUMERATED;}

"..." {printf("... ");yylval.val=DOTDOTDOT; return(DOTDOTDOT);}

CHOICE {printf("CHOICE ");

 yylval.val=CHOICE;


  return(CHOICE);}

SEQUENCE {printf("SEQUENCE ");

          yylval.val=SEQUENCE;


  return(SEQUENCE);}

SET {printf("SET ");

     strcpy(yylval.str,yytext);

      return(SET);}

{ID} {printf("%s ",yytext);

      strcpy(yylval.str,yytext);

      return(ID);}

"--{" {printf("%s ",yytext); yylval.val=LEFTMATCH;return LEFTMATCH;}      

"}--" {printf("%s ",yytext); yylval.val=RIGHTMATCH; return RIGHTMATCH;}

"--"  {register int c;

       while ( (c = input()) != '\n' &&  c != EOF ) ;   

      } /* consume comments */                     

"."  {printf("%s",yytext); return DOT;}

[\n]+ {printf("\n");}

[ \t]+    /* whitespace */

Example asn1.y file

/* special purpose asn1 grammar  for component matching project*/

%{

#include <stdio.h>

#include "type.h"

#include "asn1type.h"

#include "definition.h"

#include "stack.h"

#include "oid.h"

#define TERMINAL 0  // used to denote a terminal token

     Stack ST;

    int i;

    int paircount=0;

    Definition *top=0;

    char buf[100];

    Type AnyType={"",{"ANY",ANY},0,{0,-1}};

    Type AnyDefinedByType={"",{"ANY DEFINED BY",ANY_DEFINED_BY},0,{0,-1}};

    Type BitStringType={"",{"BIT STRING",BIT_STRING},0,{0,-1}};

    Type RealType={"",{"REAL",REAL},0,{0,-1}};

    Type ObjectIdentifierType={"",{"OBJECT IDENTIFIER",OBJECT_IDENTIFIER},0,{0,-1}};

    Type ChoiceType={"",{"CHOICE",CHOICE},0,{0,-1}};

    Type NullType={"",{"NULL",_NULL},0,{0,-1}};

    Type IdType={"",{"",0},0,{0,-1}};

    Type EnumeratedType={"",{"ENUMERATED",ENUMERATED},0,{0,-1}};

    Type IntegerType={"",{"INTEGER",INTEGER},0,{0,-1}};

    Type OctetStringType={"",{"OCTET STRING",OCTET_STRING},0,{0,-1},0,0,0};

    Type ExtensionType={"",{"EXTENSION",EXTENSION},0,{0,-1},0,0,0};

    Type SequenceOfType={"",{"SEQUENCE OF",SEQUENCE_OF},0,{0,-1}};

    Type SetType={"",{"SET",SET},0,{0,-1}};

    Type BooleanType={"",{"BOOLEAN",BOOLEAN},0,{0,-1}};

    Type SequenceType={"",{"SEQUENCE",SEQUENCE},0,{0,-1}};

    Type SetOfType={"",{"SET OF",SET_OF},0,{0,-1}};

    Type UTCTimeType={"",{"UTCTime",UTCTime},0,{0,-1}};

    Type IA5StringType={"",{"IA5String",IA5STRING},0,{0,-1}};

    Type TeletexStringType={"",{"TeletexString",TELETEXSTRING},0,{0,-1}};

    Type PrintableStringType={"",{"PrintableString",PRINTABLESTRING},0,{0,-1}};

    Type BMPStringType={"",{"BMPString",BMPSTRING},0,{0,-1}};

    Type UniversalStringType={"",{"UniversalString",UNIVERSALSTRING},0,{0,-1}};

    Type GeneralizedTimeType={"",{"GeneralisedTime",GeneralizedTime},0,{0,-1}};

    Type *TypePnt;

//    ASN1Type * apnt;

    char buf[100]; // for temp storage of lcIDs

    ASN1Type asn1Syntax={"Syntax",0};

    ASN1Type asn1OctetString={"OCTET STRING",OCTET_STRING};

%}

%union {int val; char str[100];}

%token <str> TRUE FALSE _NULL OCTET STRING

%token <val> VALUE  VALUE_OF

%token  <str>ANY DEFINED BY ANY_DEFINED_BY

%token <str> DEFAULT IMPLICIT

%token <str> DFB  _BEGIN _END DEFINITIONS  IDENTIFIER

%token <str> CHOICE

%token <str>IMPLICIT OPTIONAL

%token <str> ModuleDefinition   SET SET_OF SEQUENCE_OF

%token <str> COMMA

%token <val> TAG MINUS NUMBER

%token <str> lcID UTCTime GeneralizedTime

%token <val> INTEGER OCTET_STRING BIT_STRING BOOLEAN SEQUENCE OF

%token <str> ID OPENBR CLOSEBR

%token <str> _br br_ MIN MAX DOTDOT

%token <str> SIZE SCOPE OBJECT IDENTIFIER OBJECT_IDENTIFIER

%token <str> REAL BIT ENUMERATED DOTDOTDOT DOT

%token <val> NAMED_NUMBER 

%token <str> LEFTMATCH, RIGHTMATCH

//%token <str> OIDVAL

%token <val> EXTENSION

%token <str> IA5STRING, TELETEXSTRING, PRINTABLESTRING,BMPSTRING, UNIVERSALSTRING

%type <str> typereference TaggedType  DefinedType

%type <str>  ComponentTypeList ComponentType 

%type <str>  ReferencedType ChoiceType ChoiceThing

%type <str> AlternativeTypeList AlternativeType

%type <str>  NullType OctetStringType SetType SetOfType SetThing

%type <str> ObjectIdentifierType RealType BitStringType EnumeratedType

%type <str> RootEnumeration Enumeration Enumerations AdditionalEnumeration

%type <str> XXX EnumerationItem

%type <val> NamedNumber SignedNumber

%type <val> IntegerType BooleanType SequenceType SequenceOfType SequenceThing

%type <val> BuiltInType  Type

%type <str> lcID NamedType

%type <str> SizeConstraint UTCTimeType

//%type <str> SyntaxDefinition

%type <str> Oid

%%

exp : ID DEFINITIONS DFB {resetStack(&ST);}  _BEGIN ModuleBody {} _END 

          {//printf("\nASN1 parsed ok\n");


  }
  ;

Oid : NUMBER {Type T=IdType; // e.g 0.1.2.3.4

              sprintf(T.ObjectIdentifier,"%d",$1);


      pushType(&ST,&T);


     } DOT OidList 


     {int i;


         Type A,T;


         pullType(&ST,&A);



 pullType(&ST,&T);



 strcat(T.ObjectIdentifier,".");



 strcat(T.ObjectIdentifier,A.ObjectIdentifier);



 pushType(&ST,&T);


     };

OidList: NUMBER {Type T=IdType;

                 sprintf(T.ObjectIdentifier,"%d",$1);



 pushType(&ST,&T);



 } 

          | Oid {};

ModuleBody : AssignmentList | /* empty */ {};

AssignmentList : Assignment | AssignmentList Assignment {} ;

Assignment: TypeAssignment {};

// | ValueAssignment ;

/*

SyntaxDefinition: LEFTMATCH SyntaxList RIGHTMATCH 

        {Type T; 


//printf("***syntax definition ");

//
printStack(&ST);


} 


;

SyntaxList: ID {Type T,*new;

            strcpy(T.name,$1);


    pushType(&ST,&T);


    //printStack(&ST);

            } 


    | ID COMMA SyntaxList 


    {//There is a type on the stack containing syntaxlist


    Type SL,*new;


    pullType(&ST,&SL);//get it


    new=newType($1,&asn1Syntax,0);


    SL.next=new;


    pushType(&ST,&SL);


    } ;


*/


TypeAssignment : typereference {}DFB Type 

{    Type A;Type T;int i;

     Definition *D;

printStack(&ST);

     pullType(&ST,&A);// the Type e.g. SEQUENCE

     pullType(&ST,&T);// the typereference

//   printf("***Typeassignment tag=%d %d\n",T.tag.value,A.tag.value);  

     addDefinition(top,&T);

     D=currentDefinition(top);  

     D->aType=A.aType; // e.g. ("SEQUENCE" SEQUENCE) or ("AAA" 0)

     D->tag.value=A.tag.value;

     D->tag.flag=A.tag.flag;

     strcpy(D->ObjectIdentifier,T.ObjectIdentifier);

//     D->SyntaxDefinition= A.SyntaxDefinition;

      D->typelist=A.next;

     D->next=0;

     } 

     ;

typereference : ID  {Type T=IdType;

                     // printf("\n**ID= %s\n",$1);

                     strcpy(T.aType.name,$1);

                      pushType(&ST,&T);

                     } 

              | Oid ID 


            {Type T=IdType, A;

                  //   printf("\n**OID= %s ID= %s\n",$1,$2);



     pullType(&ST,&A); //the oid



      strcpy(T.ObjectIdentifier,A.ObjectIdentifier);

                      strcpy(T.aType.name,$2);

                      pushType(&ST,&T);



 //     sprintType(&T);

                     }

     ;

Type :  BuiltInType { } | ReferencedType {} | ConstrainedType {};

ConstrainedType: TypeWithConstraint {} ;

TypeWithConstraint: SequenceSizeConstraintOf {} ;

SequenceSizeConstraintOf: SEQUENCE SizeConstraint OF Type 

                {Type T1=SequenceOfType;



Type T2,*new;



pullType(&ST,&T2);  // the value left by Type



new=newType(T2.name,&T2.aType,0);// make some new storage

                new->tag=T2.tag;



T1.next=new;



pushType(&ST,&T1);

                } ;

SizeConstraint: SIZE {} Constraint {} ;

Constraint: OPENBR {}LowerEnd {} DOTDOT {} UpperEnd {} CLOSEBR {} ;

LowerEnd: NUMBER {}| MIN {} ;

UpperEnd: NUMBER {}| MAX {} ;

ReferencedType : DefinedType {} ;

DefinedType : typereference 

             {


     } ;

BuiltInType : IntegerType    {} | BooleanType {}| SequenceType{}|

              CharacterStringType {} |

              SetOfType      {}| SequenceOfType {}| OctetStringType {}|

              TaggedType {}|NullType {}|ChoiceType {} | 

              SetType {} | ObjectIdentifierType{}|


      RealType {} | BitStringType{}|

              AnyType {}| AnyDefinedByType{}|

              UTCTimeType {} | GeneralizedTimeType {} |


      ExtensionType {} 

               | EnumeratedType         {} ;

CharacterStringType : IA5StringType | TeletexStringType |

                      PrintableStringType | BMPStringType|



      UniversalStringType;

IA5StringType: IA5STRING {pushType(&ST,&IA5StringType);

                         };

TeletexStringType: TELETEXSTRING {pushType(&ST,&TeletexStringType);

                         };
     

PrintableStringType: PRINTABLESTRING {pushType(&ST,&PrintableStringType);

                         };



BMPStringType: BMPSTRING {pushType(&ST,&BMPStringType);

                         };


 
   

UniversalStringType: UNIVERSALSTRING {pushType(&ST,&UniversalStringType);

                         };

ExtensionType : EXTENSION lcID

                {Type e;



 e=ExtensionType;



 strcpy(e.ObjectIdentifier,$2);

//

 printf("\n***extension ");



 sprintType(&e);



 pushType(&ST,&e);



} ;

AnyDefinedByType: AnyDefinedByThing {} ;

AnyDefinedByThing: ANY DEFINED BY lcID  {pushType(&ST,&AnyDefinedByType);

               } | ANY DEFINED BY ID

               {pushType(&ST,&AnyDefinedByType);

               };

AnyType: ANY {pushType(&ST,&AnyType);} ;

NamedNumber: lcID {} _br SignedNumber {} br_ 

             {Type T,A;


      T=IdType;


      strcpy(T.name,$1);


      pullType(&ST,&A); // the value


      T.value=A.value;


      pushType(&ST,&T);


     };

SignedNumber: NUMBER 

               {Type T;


        T.value=$1;



pushType(&ST,&T);


       } | MINUS NUMBER 


       { Type T;


        T.value= - $1;



pushType(&ST,&T);


       } ;

EnumeratedType: ENUMERATED _br Enumerations br_  

               {Type T;


       T=EnumeratedType;


       pushType(&ST,&T);


       };

Enumerations: RootEnumeration ; //| RootEnumeration XXX ;

XXX: COMMA DOTDOTDOT | COMMA DOTDOTDOT COMMA AdditionalEnumeration;

AdditionalEnumeration: Enumeration ;

RootEnumeration: Enumeration ;

Enumeration: EnumerationItem | EnumerationItem COMMA Enumeration ; // this needs extending

EnumerationItem: NamedNumber {}; // | lcID {}  ; // for the moment dont allow lcID

RealType: REAL {pushType(&ST,&RealType);} ;

BitStringType: BIT STRING {pushType(&ST, &BitStringType);} ;

ObjectIdentifierType: OBJECT IDENTIFIER {pushType(&ST,&ObjectIdentifierType);};

SequenceOfType: SEQUENCE OF

               {

               } 

               Type 

                {Type T1=SequenceOfType;



Type T2,*new;



pullType(&ST,&T2);  // the value left by Type



new=newType(T2.name,&T2.aType,0);// make some new storage



//printTypeList(&T2);



T1.next=new;



pushType(&ST,&T1);



} ;

SetOfType: SET OF Type

                 {Type T1=SetOfType;

 

Type T2,*new;



pullType(&ST,&T2);  // the value left by Type



//printTypeList(&T2);



new=newType(T2.name,&T2.aType,0);// make some new storage



T1.next=new;



pushType(&ST,&T1);



} ;

SetType: SetThing {} ;

SetThing: SET _br br_ {pushType(&ST,&SetType);}|

         SET _br AlternativeTypeList br_

              {Type T1,T2;


       //printf("\n**set  type");


       T2=SetType;

               //printStack(&ST);


       //stack contains  "componenttype list "

               pullType(&ST,&T1);  //a ABC etc in linked list

               T2.next=T1.next;//the move the chain across

               pushType(&ST,&T2);

               //printStack(&ST);


       }    ;

OctetStringType : OCTET STRING {pushType(&ST,&OctetStringType);} ;

/* |

                  OCTET STRING SyntaxDefinition



   {



    Type *SyntaxDef;



    Type *new,A;



    pullType(&ST,&A);



    new=newType("",&asn1OctetString,0);



    SyntaxDef=newType("",&asn1Syntax,0);

                    strcpy(SyntaxDef->name,A.name);



    SyntaxDef->next=A.next;



    new->SyntaxDefinition=SyntaxDef;



    pushType(&ST,new);



 // printf("***OCTET STRING");



 // printStack(&ST);



   };

*/

ChoiceType: ChoiceThing {} ;

ChoiceThing : CHOICE _br AlternativeTypeList br_

           {Type T1,T2;


       //printf("\n**choice  type");


       T2=ChoiceType;

               //printStack(&ST);


       //stack contains  "componenttype list "

               pullType(&ST,&T1);  //a ABC etc in linked list

               T2.tag=T1.tag;


       printf("****choice tag=%d %d\n",T2.tag.value,T2.tag.flag);

               T2.next=T1.next;//the move the chain across

               pushType(&ST,&T2);

               //printStack(&ST);


       };

AlternativeTypeList : AlternativeType {} | AlternativeTypeList COMMA  AlternativeType               {Type T1,T2,*pnt;

                  // we now take two types off the stack & join them together

                   // so the top of stack gets one added onto its linked list

                   //printf("\nalternative type list");



   // printStack(&ST);



   pullType(&ST,&T1);pullType(&ST,&T2);



   // sprintType(&T1);



   // sprintType(&T2); 



   pnt=T2.next; // the first malloced one

                   // find the end of the chain

                   while(pnt->next!=0) pnt=pnt->next; 

                   //pnt is now the end

                   pnt->next=T1.next;

                   pushType(&ST,&T2);



   //printStack(&ST);

                  };

AlternativeType: NamedType  {Type T,*new;

               // have a named type or a type  on the stack


       // create a newTYpe (malloc)

               // add it it on to the next pointer of the one on the stack

               // printf("\n**alternative type");

               // printStack(&ST);


       pullType(&ST,&T);

               new=newType(T.name,&T.aType,0);//new Type 


       new->tag=T.tag;

               T.next=new;

               pushType(&ST,&T);


       // printStack(&ST); 

              } | 

             Type 

             {Type T,*new;

               // have a named type or a type  on the stack


       // create a newTYpe (malloc)

               // add it it on to the next pointer of the one on the stack


     //printf("\n**alternative type");


     //printStack(&ST);


       pullType(&ST,&T);

               new=newType(T.name,&T.aType,0);//new Type 


       new->tag=T.tag;

               T.next=new;

               pushType(&ST,&T);


       // printStack(&ST); 

              };

NullType : _NULL {pushType(&ST,&NullType);} ;

TaggedType: TAG {Type T;

                 T.tag.value=$1 +0xA0;



 T.tag.flag=0;

                 strcpy(T.name,"tag");



// printf("**tag=%d\n",T.tag.value);



 pushType(&ST,&T);



 // printStack(&ST);

                 }

             Type 

                 {Type TagT,T;



 printf("\n***tag type ");



 //printStack(&ST);



  pullType(&ST,&T);



  pullType(&ST,&TagT);



  T.tag=TagT.tag;



  printf("\n****tag=%d %d",T.tag.value,T.tag.flag);



  pushType(&ST,&T);



  printStack(&ST);

                 }|

           TAG {Type T;


         T.tag.value=$1;

                 strcpy(T.name,"tag");



 pushType(&ST,&T);



 // printStack(&ST);

                 }

           IMPLICIT 

             Type 

                 {Type TagT,T;



 printf("\n***IMPLICIT tag type ");



 //printStack(&ST);



  pullType(&ST,&T);



  pullType(&ST,&TagT);



  //printf("\n***tag=%d",TagT.tag.value);



  T.tag.value=TagT.tag.value;

                  T.tag.flag=IMPLICIT_TAG;



  pushType(&ST,&T);



  // printStack(&ST);



 };

IntegerType : INTEGER {pushType(&ST,&IntegerType);} | 

              INTEGER  _br NamedNumberList  br_ {pushType(&ST,&IntegerType);} ;

NamedNumberList: NamedNumber {} | NamedNumberList COMMA NamedNumber {};

NamedNumber: lcID OPENBR NUMBER CLOSEBR {};

SequenceType : SEQUENCE _br br_ {pushType(&ST,&SequenceType);}  | 

               SequenceThing {} ;

SequenceThing:  SEQUENCE _br {} ComponentTypeList br_ 

               {Type T1,T2;


       //printf("\n**sequence type");


       T2=SequenceType;

               //printStack(&ST);


       //stack contains  "componenttype list "

               pullType(&ST,&T1);  //a ABC etc in linked list

               T2.next=T1.next; // move the chain across

               pushType(&ST,&T2);

               //printStack(&ST);


       } ;

ComponentTypeList : ComponentType {} | ComponentTypeList COMMA  ComponentType

                  {Type T1,T2,*pnt;

                  // we now take two types off the stack & join them together

                   // so the top of stack gets one added onto its linked list



  // printf("\n***componenttypelist ");



 //  printStack(&ST);



   pullType(&ST,&T1);

//

   printf("match=%s!",T1.matchingRule);



   pullType(&ST,&T2);

//

   printf("match=%s$",T2.matchingRule);



   pnt=T2.next; // the first malloced one

                   // find the end of the chain



   while(pnt->next!=0) pnt=pnt->next; 

                   //pnt is now the end

                   pnt->next=T1.next;

                   pushType(&ST,&T2);

                  };

ComponentType: NamedType 

              {Type T,*new;


     printf("\n**Component type");

               // have a named type on the stack


       // create a newTYpe (malloc)

               // add it it on to the next pointer of the one on the stack

              //printStack(&ST);


       pullType(&ST,&T);

  //             printf("***1\n");

               new=newType(T.name,&T.aType,0);//new Type tagged on to T

  //             printf("***2\n");

               new->tag.value=T.tag.value;

               new->tag.flag=T.tag.flag;

               strcpy(new->ObjectIdentifier,T.ObjectIdentifier);

               T.next=new;

               pushType(&ST,&T);

               //printStack(&ST); 

              } |

              NamedType OPTIONAL

             {Type T,*new;


     printf("\nComponent type optional");

               // have a named type on the stack


       // create a newTYpe (malloc)

               // add it it on to the next pointer of the one on the stack


       pullType(&ST,&T);

               new=newType(T.name,&T.aType,0);//new Type tagged on to T


       new->tag.value=T.tag.value;

               new->tag.flag=T.tag.flag;

               new->optional=1;

               strcpy(new->ObjectIdentifier,T.ObjectIdentifier);

               T.next=new;

               pushType(&ST,&T);

  //             printStack(&ST); 

              } |

              NamedType DEFAULT Value

              {Type T,*new;


      //printf("\nComponent type");

               // have a named type on the stack


       // create a newTYpe (malloc)

               // add it it on to the next pointer of the one on the stack


       pullType(&ST,&T);

               new=newType(T.name,&T.aType,0);//new Type tagged on to T


       new->tag.value=T.tag.value;

               new->tag.flag=T.tag.flag;

               new->Default=1;

               strcpy(new->ObjectIdentifier,T.ObjectIdentifier);

               T.next=new;

               pushType(&ST,&T);

               //printStack(&ST); 

              };

Value :  NUMBER {} | TRUE {} | FALSE {} |lcID {};

NamedType: lcID {Type T;

                 strcpy(T.name,$1);

                 pushType(&ST,&T);}  

           Type 

             {Type T,A;

//
      printf("\n**named type");

//
      printStack(&ST);


      pullType(&ST,&T);

//
      sprintType(&T);

              pullType(&ST,&A); //lcID


    //  printf(" %s ",A.name);

              strcpy(T.name,A.name);

              pushType(&ST,&T);

              // printStack(&ST);


    //  printf("\n** end named type tag %d %d ",T.tag.value,A.tag.value);

              };

BooleanType : BOOLEAN {pushType(&ST,&BooleanType);} ;

UTCTimeType : UTCTime {pushType(&ST,&UTCTimeType);};

GeneralizedTimeType : GeneralizedTime {pushType(&ST,&GeneralizedTimeType);} ;

%%

// extern FILE *yyin;

/*

main(int argc,char *argv[])

{  ++argv, --argc;  /* skip over program name */

/*

               if ( argc > 0 )

                       yyin = fopen( argv[0], "r" );

               else

                       yyin = stdin;

yyparse();

 //printf("top=%s\n",top.name);

}

*/

yyerror (char *s){printf("%s\n",s);exit(0);}

yywrap () {/*printf("paircount is %d done\n",paircount);*/}

Common.h file

#if ! defined _oidstuff

#define _oidstuff

typedef struct _oid{int length;char *oidbytes;} OID;

typedef struct _oidfunct {void (* function)();unsigned char *oidString;} OidFunction;

typedef struct _oidref {char *name;

                        OID  *oid;




struct _oidref *next;



       }OIDREF;

//OID *newOID(OID oid);

       

#endif

       

#if ! defined _choice

#define _choice

typedef void( * _CPF)(char * , unsigned char **);

typedef void(* _CPFPLUS)(char *,int,int,unsigned char **,int, void *,int,int, char *);

typedef struct _typedesc

    {


char * name;


int tag;// just for user specified tags


int primitive; // 30 for SEQUENCE etc


int tagOption;// IMPLICIT_TAG or EXPLICIT_TAG


//   void (* function)(char *,unsigned char **) ;


_CPF function;


int optional;


int Default;


char *ObjectIdentifier;

    }

TypeDescription;

#endif 

#if ! defined  _tagg

#define _tagg

typedef struct _tagg{

    int flag; // implicit or explicit

    int value;// the actual tagoidbytes

#define IMPLICIT_TAG 0

#define EXPLICIT_TAG 1

}Tag ;

#endif

#if ! defined _asndef

#define _asndef

typedef struct _asn1type{

    char name[100];

    int token;

} ASN1Type;

#endif

#if !defined _typedef

#define _typedef

typedef struct _type{

    char name[100];

    ASN1Type aType;

    struct _type *next;

    Tag tag;

    int optional;// 1 if OPTIONAL 0 otherwise

    int Default;// 1 if this is a default type  

//    struct _type *SyntaxDefinition;

    char ObjectIdentifier[100];

    int value; // for NUMBER types & enumerations

    }Type;

#endif

#if ! defined _stackdef

#define _stackdef

typedef struct _stack{

    Type array[50];

    int index;

}Stack;

#endif

#if ! defined s_def

#define s_def

typedef struct _definition {

    char  name[100];

    struct _definition *next;

    Type *typelist;

    Tag tag;

    ASN1Type aType;

   // Type * SyntaxDefinition;

    char ObjectIdentifier[100];

//    char matchingRule[100];

} Definition;

#endif

pkc.asn1

X509 DEFINITIONS ::=

BEGIN  

            Certificate  ::=  SEQUENCE  {

                   tbsCertificate       TBSCertificate,

                   signatureAlgorithm   AlgorithmIdentifier,

                   signatureValue       BIT STRING  }

              TBSCertificate  ::=  SEQUENCE  {

                   version         [0]  EXPLICIT Version DEFAULT v1,

                   serialNumber         CertificateSerialNumber,

                   signature            AlgorithmIdentifier,

                   issuer               Name,

                   validity             Validity,

                   subject              Name,

                   subjectPublicKeyInfo SubjectPublicKeyInfo,

                   issuerUniqueID  [1]  IMPLICIT UniqueIdentifier OPTIONAL,

                                        -- If present, version shall be v2 or v3

                   subjectUniqueID [2]  IMPLICIT UniqueIdentifier OPTIONAL,

                                        -- If present, version shall be v2 or v3

                   extensions      [3]  EXPLICIT Extensions OPTIONAL

                                        -- If present, version shall be v3

                   }

              Version  ::=  INTEGER  {  v1(0), v2(1), v3(2)  }

              CertificateSerialNumber  ::=  INTEGER

              AlgorithmIdentifier  ::=  SEQUENCE  {

                   algorithm               OBJECT IDENTIFIER,

                   parameters              ANY DEFINED BY algorithm OPTIONAL  }

              Name ::= CHOICE {

              rdnSequence  RDNSequence }

              RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

              RelativeDistinguishedName ::=

                SET OF AttributeTypeAndValue

              AttributeTypeAndValue ::= SEQUENCE {

                type     AttributeType,

                value    AttributeValue }

              AttributeType ::= OBJECT IDENTIFIER

              AttributeValue ::= ANY DEFINED BY AttributeType

--   MODIFIED by E Ball

              Validity ::= SEQUENCE {

                   notBefore      Time,

                   notAfter       Time }

              Time ::= CHOICE {

                   utcTime        UTCTime,

                   generalTime    GeneralizedTime }

              UniqueIdentifier  ::=  BIT STRING

              SubjectPublicKeyInfo  ::=  SEQUENCE  {

                   algorithm            AlgorithmIdentifier,

                   subjectPublicKey     BIT STRING  }

              Extensions  ::=  SEQUENCE SIZE (1..MAX) OF Extension

              Extension  ::=  SEQUENCE  {

                   extnID      OBJECT IDENTIFIER,

                   critical    BOOLEAN DEFAULT FALSE,

                   extnValue   OCTET STRING  }

END

ac.asn1 

X509ATTRIBUTECERTIFICATE DEFINITIONS ::=

BEGIN 

AttributeCertificate ::= SEQUENCE {

                 acinfo               AttributeCertificateInfo,

                 signatureAlgorithm   AlgorithmIdentifier,

                 signatureValue       BIT STRING

            }

            AttributeCertificateInfo ::= SEQUENCE {

                 version              AttCertVersion DEFAULT 1, 

                 holder               Holder,

                 issuer               AttCertIssuer,

                 signature            AlgorithmIdentifier,

                 serialNumber         CertificateSerialNumber,

                 attrCertValidityPeriod   AttCertValidityPeriod,

                 attributes           Attributes,

                 issuerUniqueID       UniqueIdentifier OPTIONAL,

                 extensions           Extensions OPTIONAL

            }

Attributes ::= SEQUENCE OF Attribute

            AttCertVersion ::= INTEGER { v2(1)  } 

            Holder ::= SEQUENCE {

                  baseCertificateID   [0] IssuerSerial OPTIONAL,

                           -- the issuer and serial number of

                           -- the holder's Public Key Certificate

                  entityName          [1] GeneralNames OPTIONAL,

                           -- the name of the claimant or role

                  objectDigestInfo    [2] ObjectDigestInfo OPTIONAL

                           -- used to directly authenticate the holder,

                           -- for example, an executable

            }

            ObjectDigestInfo ::= SEQUENCE {

                 digestedObjectType  ENUMERATED {

                         publicKey            (0),

                         publicKeyCert        (1),

                         otherObjectTypes     (2) },

                                 -- otherObjectTypes MUST NOT

                                 -- be used in this profile

                 otherObjectTypeID   OBJECT IDENTIFIER OPTIONAL,

                 digestAlgorithm     AlgorithmIdentifier,

                 objectDigest        BIT STRING

            }

            AttCertIssuer ::= CHOICE {

                 v1Form   GeneralNames,  -- MUST NOT be used in this

                                         -- profile

                 v2Form   [0] V2Form     -- v2 only

            }

            V2Form ::= SEQUENCE {

                 issuerName            GeneralNames  OPTIONAL,

                 baseCertificateID     [0] IssuerSerial  OPTIONAL,

                 objectDigestInfo      [1] ObjectDigestInfo  OPTIONAL

                   -- issuerName MUST be present in this profile

                   -- baseCertificateID and objectDigestInfo MUST NOT

                   -- be present in this profile

            }

            IssuerSerial  ::=  SEQUENCE {

                 issuer         GeneralNames,

                 serial         CertificateSerialNumber,

                 issuerUID      UniqueIdentifier OPTIONAL

            }

            AttCertValidityPeriod  ::= SEQUENCE {

                 notBeforeTime  GeneralizedTime,

                 notAfterTime   GeneralizedTime

            }

       AlgorithmIdentifier  ::=  SEQUENCE  {

                   algorithm               OBJECT IDENTIFIER,

                   parameters              ANY DEFINED BY algorithm OPTIONAL  }

   CertificateSerialNumber::= INTEGER 

     GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName

     GeneralName ::= CHOICE {

         otherName                   [0]     AnotherName,

         rfc822Name                  [1]     IA5String,

         dNSName                     [2]     IA5String,

         x400Address                 [3]     OCTET STRING,

         directoryName               [4]     Name,

         ediPartyName                [5]     EDIPartyName,

         uniformResourceIdentifier   [6]     IA5String,

         iPAddress                   [7]     OCTET STRING,

         registeredID                [8]     OBJECT IDENTIFIER

     }

      AnotherName ::= TYPEIDENTIFIER

      TYPEIDENTIFIER ::= SEQUENCE {

         typeid         OBJECT IDENTIFIER,

         value           ANY DEFINED BY typeid }

     EDIPartyName ::= SEQUENCE {

         nameAssigner    [0] DirectoryString  OPTIONAL,

         partyName       [1] DirectoryString 

     }

   UniqueIdentifier::= BIT STRING

  Name::= CHOICE {rdnSequence RDNSequence }

   RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

   RelativeDistinguishedName::= SET OF AttributeTypeAndValue

              AttributeTypeAndValue ::= SEQUENCE {

                type     AttributeType,

                value    AttributeValue }

  AttributeType::= OBJECT IDENTIFIER

   AttributeValue::= ANY DEFINED BY AttributeType   

DirectoryString ::= CHOICE {

  teletexString    TeletexString,

  printableString  PrintableString,

  bmpString        BMPString,

  universalString  UniversalString

}

-- Attribute types 

  Extensions  ::=  SEQUENCE SIZE (1..MAX) OF Extension

              Extension  ::=  SEQUENCE  {

                   extnID      OBJECT IDENTIFIER,

                   critical    BOOLEAN DEFAULT FALSE,

                   extnValue   EXTENSION  extnID }    

  Attribute ::= SEQUENCE {

                  type      AttributeType,

                  values    AttributeValues

                    -- at least one value is required

            }

AttributeValues::= SET OF AttributeValue
    

END

crl.asn1

X509 DEFINITIONS ::=

BEGIN

CertificateList  ::=  SEQUENCE  {

        tbsCertList          TBSCertList,

        signatureAlgorithm   AlgorithmIdentifier,

        signatureValue       BIT STRING  }

   TBSCertList  ::=  SEQUENCE  {

        version                 Version OPTIONAL,

                                     -- if present, shall be v2

        signature               AlgorithmIdentifier,

        issuer                  Name,

        thisUpdate              Time,

        nextUpdate              Time OPTIONAL,

        revokedCertificates     SEQUENCE OF SEQUENCE  {

             userCertificate         CertificateSerialNumber,

             revocationDate          Time,

             crlEntryExtensions      Extensions OPTIONAL

                                           -- if present, shall be v2

                                  }  OPTIONAL,

        crlExtensions           [0]  EXPLICIT Extensions OPTIONAL

                                           -- if present, shall be v2

                                  }

Version::= INTEGER

  Name::= CHOICE {rdnSequence RDNSequence }

   RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

   RelativeDistinguishedName::= SET OF AttributeTypeAndValue

              AttributeTypeAndValue ::= SEQUENCE {

                type     AttributeType,

                value    AttributeValue }

  AttributeType::= OBJECT IDENTIFIER

   AttributeValue::= ANY DEFINED BY AttributeType

 Time ::= CHOICE {

                   utcTime        UTCTime,

                   generalTime    GeneralizedTime }

              UniqueIdentifier  ::=  BIT STRING

Extensions  ::=  SEQUENCE SIZE (1..MAX) OF Extension

Extension  ::=  SEQUENCE  {

     extnID      OBJECT IDENTIFIER,

     critical    BOOLEAN DEFAULT FALSE,

     extnValue   OCTET STRING  }

CertificateSerialNumber  ::=  INTEGER

AlgorithmIdentifier  ::=  SEQUENCE  {

        algorithm               OBJECT IDENTIFIER,

        parameters              ANY DEFINED BY algorithm OPTIONAL  }

END

Example x509attrtypes.txt file

X509Certificate.tbsCertificate.version    x509version 

X509Certificate.tbsCertificate.validity.notBefore   x509validityNotBefore 

X509Certificate.tbsCertificate.validity.notAfter   x509validityNotAfter 

X509Certificate.tbsCertificate.Extention.holderAltName.rfc822name x509pkcHolderRfc822Name

X509Certificate.tbsCertificate.Extention.holderAltName.HolderDnsName x509pkcHolderDnsName 

X509Certificate.tbsCertificate.Extention.holderAltName.HolderDN   x509pkcHolderDN 

X509Certificate.tbsCertificate.Extention.holderAltName.HolderURI    x509pkcHolderURI

X509Certificate.tbsCertificate.Extention.holderAltName.HolderIpAddress  x509pkcHolderIpAddress

X509Certificate.tbsCertificate.Extention.holderAltName.HolderRegisteredID x509acHolderRegisteredID

X509Certificate.tbsCertificate.Extention.IssuerAltName.IssuerRfc822Name  x509IssuerRfc822Name

X509Certificate.tbsCertificate.Extention.IssuerAltName.IssuerRfc822Name x509IssuerDnsName

X509Certificate.tbsCertificate.Extention.IssuerAltName.IssuerRfc822Name x509IssuerURI

X509Certificate.tbsCertificate.Extention.IssuerAltName.IssuerRfc822Name x509IssuerIpAddress

X509Certificate.tbsCertificate.Extention.IssuerAltName.IssuerRfc822Name x509IssuerRegisteredID X509Certificate.tbsCertificate.Extention.IssuerAltName.IssuerRfc822Name x509authorityCertIssuer

