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The following instructions will teach you how to install and tailor the PERMIS infrastructure to allow a new user, with a new role to access a new resource, with you as the Source of Authority (policy writer). 

Stage 1 Using the Example Program and Sample Policy

The first Stage of this tutorial is designed to teach a new user how to install and test the PERMIS decision engine using the Example Program and Sample Policy provided in the release. On Completion of this stage of the tutorial you will be able to:

· Install/Setup all the necessary components for using the Example Program and it’s built in PERMIS Decision Engine.

· Run the Example Program using the Sample Policy stored in your local filestore.

· Run the Example Program using the Sample Policy stored in Kent’s pre-configured LDAP directory server.

In order to install and test PERMIS you must have agreed to the PERMIS license agreement (Please note that the PERMIS software has software from Stiftung SIC embedded within it and their license conditions also apply).

To follow this tutorial you should have installed the Java Runtime Environment(JRE) and have downloaded the PERMIS Test Application archive.

To install the PERMIS Test Application you should unzip the Test Application archive into an installation directory of your choice.

Please note that the Test Application contains the java packages listed below and that they are only licensed for educational and research use
.

· JNDI (Sun; http://java.sun.com)
· XALAN (Apache; http://xalan.apache.org/)
· Log4j (Apache; http://logging.apache.org/log4j/docs/) 

· PBA API (ISSRG; http://sec.cs.kent.ac.uk/permis/private/wip.html) 

Manual installation of the above packages is not required as the Test Application will install them automatically.

You will also require your own LDAP Directory Server in order to complete the last stage of this guide.

Step1 - Running the Example Program without LDAP and without Cryptography

Your first step is to run an example policy against the PERMIS Decision Engine. This will allow you to test how the PERMIS Decision Engine controls access to a protected resource. This is a basic PERMIS configuration that can be used to make decisions based on its given attribute certificates 

To launch the test application you should:

1. Open a command prompt.

2. Navigate to the Test Application’s installation directory.

3. Either execute sample1.bat or execute the command “java -jar sampleaef.jar sample1.cfg”. This will invoke the JRE which will display the Test Application in the command prompt window.

Once the test application has loaded it will ask you if you want to use a preconfigured LDAP server or configure a new server – ignore this for now and simply press return.

The program will then ask whether you wish to use Simple (X.509 PKC) signature verification – again, ignore this for now and press return

The program will then ask you to enter your DN, the target DN (the Resource that you want to access) and finally the name of the action you want to perform. After you have entered appropriate names from Table 1 below, PERMIS will tell you if the action is allowed or denied, or will report any errors encountered.

The program will repeat this process, until “.” is input as the user’s DN. Using the entries in Table 1 (below), you can test different combinations of users, the targets they are trying to access and the actions that they are attempting to perform. The policy for this test program is shown in the table below

Table 1 – Sample Policy For the Test Program

	User DN
	Target DN
	Action name 
(case sensitive)
	Result

	cn=user0,o=permisv5,c=gb
	Any DN from the o=PERMIS,c=GB domain
	Action0
	0: action succeeded

	cn=user0,o=permisv5,c=gb
	Any DN from the o=PERMIS,c=GB domain
	Action1
	1: the action is not allowed

	cn=user1,o=permisv5,c=gb
	Any DN from the o=PERMIS,c=GB domain
	Action0
	1: the action is not allowed 

	cn=user1,o=permisv5,c=gb
	Any DN from the o=PERMIS,c=GB domain
	Action1
	0: action succeeded

	Any other DN from the o=PERMISv5,c=GB domain (none of the above)
	Any DN from the o=PERMIS,c=GB domain
	Action0 or Action1
	1: the action is not allowed

	Any DN from the o=PERMISv5,c=GB domain
	Any DN from the o=PERMIS,c=GB domain
	Action2
	2: invalid input: Unacceptable Action for this Policy: Action2

	Any DN from the o=PERMISv5,c=GB domain
	Any DN from the o=PERMIS,c=GB domain
	Action3
	0: action succeeded

	Any DN not from the o=PERMISv5,c=GB domain
	Any DN 
	Any action
	2: invalid input: Failed to get credentials: User is out of the subject Domain

	Any DN from the o=PERMISv5,c=GB domain
	Any DN not in the o=PERMIS,c=GB domain
	Any action
	2: invalid input: Target is out of target domain

	Null value
	Any DN 
	Any action
	2: invalid input: Failed to get credentials: User is out of the subject Domain

	Any DN from the o=PERMISv5,c=GB domain
	Null value
	Any action
	2: invalid input: Target is out of target domain

	Any DN from the o=PERMISv5,c=GB domain
	Any DN from the o=PERMIS,c=GB domain
	Null value
	2: invalid input: Unacceptable Action for this Policy: Action2


For example, if you input the first entry from the policy (in table 1):

User DN: cn=User0,o=permisv5,c=gb

Target DN: o=permis,c=gb

Action : Action0

You should see the result ‘0: Action succeeded’, as shown in the screenshot below.  However if you input the second entry from the policy (in table 1) - the same as before, but this time with ‘Action: Action1’, you should now see the result ‘1: the action is not allowed’.
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Screenshot 1 – Testing the Sample Policy in The Example Program

 

NOTE:  Sometimes the Apache XML parser outputs a non-fatal error, but this is debugging information for the Apache developers. The mentioned error does not affect the security of the decision-making process.

You have now validated that the PERMIS Test Application runs on your computer.

Step2 – Using the Example Program with Cryptography

The next step is to use the test application with cryptography. This will enable us to check that the policy and user certificates are signed with a private key and that the private key used was issued by the correct Certificate Authority (CA). The way that PERMIS makes its decisions is not altered in any way by the inclusion of cryptography.

We will start by running the test program again, with the sample policy provided. 

The program will once again ask you if you want to use an LDAP or File repository – ignore this for now and simply press return. 

The program will then ask whether you wish to use Entrust or Simple (X.509 PKC) signature verification – we want to use simple (X.509 PKC) signature verification so type “s” and press enter.

The program will then ask for the DER encoded X.509 public key Certificate of the CA that signed the source of authority’s PKC – we need to use the certificate permis.cer. Note that you have to load the SOA’s PKC (e.g. PKC=1\testUserv5.cer), who is the signer of the testing policy. You need to load other PKCs if this SOA is not the signer of your testing attribute certificates.
You should now try the tests from table 1 again and you should be able to see that the results for User0 are different to those in the table e.g.

The test:

User DN: cn=User0,o=permisv5,c=gb

Target DN: o=permis,c=gb

Action : Action0

Should return the result: 0: action succeeded 

But now returns: 1: the action is not allowed

This is because User0’s certificate is not digitally signed. This means that the test application will ignore User0’s certificate and User0’s DN will be treated like any other DN in the ‘o=Permisv5, c=GB’ subdomain.

The test application also provides a digitally signed User0 certificate. To use this certificate with the test program you should edit the sample1.cfg configuration file inside the Test application’s installation directory. 

The sample1.cfg file is a list of variables that tell the test application how to access the various resources needed to run a PERMIS policy. In order to correct the policy and use fully signed attribute certificates we must remove the certificate entry for the unsigned user certificate:

…

AC=1\user0_unsigned.ace

…

And replace it with one for the signed certificate

…

AC=1\user0.ace

…

If you run the tests in table1 again the policy should work as stated.

Step 3 – Using the Example Program with Kent’s LDAP Directory

Now we will run the program again with the original policy, this time however we will load the Policy and attribute certificates from the example LDAP directory running at the University of Kent. Decisions are still made in the same way as in the earlier examples. 

If you open the ‘sample1.cfg’ file inside the Test Application’s installation directory you will see that the third line contains:

LDAP=ldap://sec.cs.kent.ac.uk/

This is the URL of the example LDAP directory server that we will be using. 

 Run ‘Sample1.bat’ again, and this time, when asked if you want to use this LDAP repository, type ‘l’ and press return.

The program will then ask whether you wish to use Entrust or Simple (X.509 PKC) signature verification – we want to use simple (X.509 PKC) signature verification so type “s” and press enter.

The program will then ask for the DER encoded X.509 public key Certificate of the CA that signed the source of authority’s PKC – we need to use the default option of rootca.cer so press enter.

 Using the entries of the policy in Table 1, you can test the program again, this time running against the LDAP directory at the University of Kent.


[image: image2.png]Nlestlnstall>java —jar sanpleaef.jar sanplel.cfy
Welcome to the IAIK JCE Library

This version of IAIK JCE is licensed for educational and research use
and evaluation only. Commercial use of this softuare is prohibited.
For details please see http://jeeuwn.iaik.at/sales/licences/.

This nessage does not appear in the registered commercial version.

[sanple AEF test progran. v4.8.8
0n=cn=A_Permis Test User,o permisus,c=gh
©2.826.0.1.3344810.6.0.0.3
dap/7sec o5 kent _ac.uk/
ttributeCertificateAttribute
serCertificate;binary

hoose repository (type a letter or press return for default):

[1CL> — to use the defined LDAP repository (ldap://sec.cs.kent.ac.uk/>
~ to_specify a new LDAP repository

Cdefault> - press enter to use ACs From Files

hoose cryptography Ctupe a letter or press return for default):
— Sinple (%.589 PKC) signature verification
[Caefault> - no authentication
Enter location of the PKC file of Root CA [1\testUservs.cerl: rootca.cer

Action Reguest wec
ser DN or "% to quit [

arget DN or its URL [1: o=permis,cgh

fction [1: Actiond

Authenticate cn-userd,o-permisvS,c=gh: [autol
: action succeeded

Action Request e
ser DN or " to quit [cn=userd,o-pernisvS,c=ghl:
arget DN or its UKL Lo-pernis,c-gh
Action [Actiondl: Actionl
Authenticate cn-userd,o-pernisvs,c=gh: [autol

i the action is not allowed




Screenshot 2 – Testing the Sample Policy Using The Kent LDAP Directory

You have now validated that the PERMIS API can talk to LDAP servers on the Internet.

Stage 2 Using the Example Program with new Unsigned Policies and Attribute Certificates

The second stage of this tutorial is designed to teach you how to create and test new unsigned policies and role attributes. On completion of this stage of the tutorial you will be able to:

· Install the Policy Editor (PE) and Attribute Certificate Manager (ACM) 

· Create a XML policy file

· Create a text based role attribute

· Create an unsigned attribute certificate

· Create a new unsigned policy

· Store policies and attribute certificates in the local filestore

Example configuration files for each stage of this process can be found inside the Test Application’s installation directory in a directory named tutorial. 
Step 1 – Installing the Policy Editor and Attribute Certificate Manager

To follow this stage of the tutorial you will need to download the Policy Editor and the Attribute Certificate Manager.

Extract the files from the Policy Editor (PE) archive and install them in a directory of your choice.

Extract the files from the Attribute Certificate Manager (ACM) archive and install them to a directory of your choice.

To run the Policy editor double click on either pe.bat or pe.jar in the installation directory.

To run the Attribute Certificate Manager double click on acm.bat or acm.jar in the installation directory.

Step2 – Creating a new XML policy 

In order to create a policy to use with the PERMIS test program and this document you can launch the policy editor and follow the tutorial in the help file.

You will test the policy that you have created later, so you should save the completed tutorial policy as an XML file before exiting.
You have now created a new XML Policy.

Step3 – Creating text based User Attributes for your policy

In order to test the XML policy in the test application you will need to create a set of role attributes to be loaded at runtime. These are used to check whether users are authorized to access the protected resources found in the policy. There is currently two ways to create these attributes, ATT text attributes and AC certificate attributes. Please note that AC certificates and ATT text attributes are interchangeable and can both be used in the same configuration. 

You should begin by creating a text file attribute.

A text file attribute consists of four lines. Two lines stating the holder and the issuer’s distinguished names and two containing the attribute. To create an attribute for your policy you should:

1. load a text editor

2. Type “ISSUER=” followed by the distinguished name of the administrator who issued the attribute e.g. (cn=Arthur Smith, ou=Department of Chemistry, o=UCL,c=gb)

3. Type “HOLDER=” followed by the distinguished name of the user who owns this attribute e.g (cn=Guest, ou=Department of Chemistry, o=UCL,c=gb)

4. Type “ROLE=” followed by the role type e.g. “permisRole”

5. Type “VALUE=” followed by the value of the role e.g. “guest”

6. Save the attribute as a ‘.txt’ file

To test the policy you should create two attributes. The first should be for a guest user of the UCL Department of Chemistry (cn=Guest, ou=Department of Chemistry, o=UCL,c=gb) giving the user a “guest” role, allowing limited access to the protected resource Dirac. The second attribute should be for the policy’s administrator Arthur Smith (cn=Arthur Smith, ou=Department of Chemistry, o=UCL,c=gb). This certificate should allow him the role of an investigator on the protected resource Dirac.

You have now created an unsigned XML Policy and two unsigned Text Attributes

Step4 – Storing and testing the policy in the local file-system 

The next step is to store the policy in the local file system and to test it using the Test Application. Group all the files created so far into a new directory and move this new directory into the Test Application’s installation folder. 

To run your XML policy in the Test Application you should:

1. Open ‘sample1.cfg’ in a text editor

2. remove the SOA attribute as it is not checked for XML policy files 

3. remove the OID value as it is not checked for XML policy files

4. remove the LDAP related entries

5. add a POLICY entry for your XML policy e.g. <the directory containing your policy>\tutorial.xml

6. add an ATT entry for your guest attribute e.g. <the directory containing your policy>\guest.txt

7. add an ATT entry for your investigator attribute e.g. <the directory containing your policy>\investigator.txt

8. Save the file

Your configuration file should now look something like the sample configuration file below:

POLICY=tutorial\tutorial-XML-ATT\XML.xml

ATT=tutorial\tutorial-XML-ATT\investigator.txt

ATT=tutorial\tutorial-XML-ATT\guest.txt
This is the basic configuration needed to use a  PERMIS decision engine and while each of the other configurations build upon this configuration by adding extra levels of sophistication the basic decision making process is the same.
You should now be able to run sample1.bat without cryptography or LDAP to test the policy you created using the tests in the table below.

Table 2 – Tests for the Tutorial Policy

	User DN
	Target DN
	Action name 
(case sensitive)
	Result

	cn=guest, ou=Department of Chemistry, o=UCL ,c=gb
	cn=Dirac, ou=Department of Computer Science, o=UCL ,c=gb
	viewSim
	0: action succeeded

	cn=guest, ou=Department of Chemistry, o=UCL ,c=gb
	cn=Dirac, ou=Department of Computer Science, o=UCL ,c=gb
	startSim
	1: the action is not allowed

	cn=guest, ou=Department of Chemistry, o=UCL ,c=gb
	cn=Dirac, ou=Department of Computer Science, o=UCL ,c=gb
	stopSim
	1: the action is not allowed 

	cn=Arthur Smith, ou=Department of Chemistry, o=UCL ,c=gb
	cn=Dirac, ou=Department of Computer Science, o=UCL ,c=gb
	viewSim
	0: action succeeded

	cn=Arthur Smith, ou=Department of Chemistry, o=UCL ,c=gb
	cn=Dirac, ou=Department of Computer Science, o=UCL ,c=gb
	startSim
	0: action succeeded

	cn=Arthur Smith, ou=Department of Chemistry, o=UCL ,c=gb
	cn=Dirac, ou=Department of Computer Science, o=UCL ,c=gb
	stopSim
	0: action succeeded

	Any User DN not in the 

ou=Department of Chemistry, o=UCL ,c=gb

Domain
	cn=Dirac, ou=Department of Computer Science, o=UCL ,c=gb
	Any Action
	2: invalid input: Failed to get credentials: User is out of the Subject Domain

	Any User DN in the 

ou=Department of Chemistry, o=UCL ,c=gb

Domain
	Any Target DN except

cn=Dirac, ou=Department of Computer Science, o=UCL ,c=gb
	Any Action
	2: invalid input: Target is out of target domain

	Any User DN in the 

ou=Department of Chemistry, o=UCL ,c=gb

Domain
	cn=Dirac, ou=Department of Computer Science, o=UCL ,c=gb
	Any Action except 

startSim, viewSim, stopSim
	2: invalid input: Unacceptable Action for this Policy: <action>

	Null
	cn=Dirac, ou=Department of Computer Science, o=UCL ,c=gb
	viewSim
	2: invalid input: Failed to get credentials: User is out of the Subject Domain

	Any User DN in the 

ou=Department of Chemistry, o=UCL ,c=gb

Domain
	Null
	viewSim
	2: invalid input: Target is out of target domain

	Any User DN in the 

ou=Department of Chemistry, o=UCL ,c=gb

Domain
	cn=Dirac, ou=Department of Computer Science, o=UCL ,c=gb
	Null
	2: invalid input: Unacceptable Action for this Policy: 


You have now created and tested an XML sample policy

Step 5 – Creating Unsigned User Certificates for your Policy

You can also create unsigned certificate based attributes. You should use the ACM tool to create user attribute certificates, more information on this can be found in the ACM Installation guide. 

Digital signing should be disabled in the ‘preferences’ window, to allow the certificate’s issuer to be set as the policy’s designated administrator.

You should ultimately create two user certificates. The first should be for a guest user of the UCL Department of Chemistry (cn=Guest, ou=Department of Chemistry, o=UCL,c=gb) giving the user a “guest” role, allowing limited access to the protected resource Dirac. The second certificate should be for the policy’s administrator Arthur Smith (cn=Arthur Smith, ou=Department of Chemistry, o=UCL,c=gb). This certificate should allow him the role of an investigator on the protected resource Dirac. 

You should now be able to test your certificates by editing the sample1.cfg file so that the ATT attributes are changed to AC attributes which point to the new certificate files.

POLICY=tutorial\tutorial-XML-ATT\XML.xml
AC=tutorial\tutorial-XML-unsigned\investigator_unsigned.ace

AC=tutorial\tutorial-XML-unsigned\guest_unsigned.ace

You should now be able to run sample1.bat again to test the policy you created without cryptography or LDAP.
Please note that AC certificates and ATT text attributes are interchangeable and can both be used in the same configuration 

You have now created and tested an unsigned XML Policy and two unsigned User Certificates

Step 6 – Creating and Testing an unsigned Policy Certificate

You should now create an unsigned policy certificate from your XML policy file. This can be accomplished using the ACM tool and the ACM installation guide. Unsigned certificates can be stored in an LDAP server but will fail if signature verification is used against them. 
You should create the policy certificate with Arthur Smith (cn=Arthur Smith, ou=Department of Chemistry, o=UCL,c=gb) as the certificate’s holder and with your XML policy as the certificates PMI XML Policy Object. You should then generate and save the certificate. In the box that asks for the certificates issuer you should enter Arthur Smiths DN. Place the unsigned certificate in the same directory as the previously created certificate files.

To test the policy certificate you should open the sample1.cfg file and do the following:

1. Add a SOA entry “SOA=cn=A Permis Test User, o=Permis, c=gb”

2. Add an OID entry “OID=<the unique indentifier number of your policy>”

3. Change the POLICY entry to an AC entry which points to your policy certificate “AC=<the path to your policy certificate>”

Your Sample1.cfg file should now look like the one below:

SOA=cn=A Permis Test User,o=permis,c=gb

OID=1.2.3.4

AC=tutorial\tutorial-UnsignedAC-unsigned\unsigned.ace

AC=tutorial\tutorial-XML-unsigned\investigator_unsigned.ace

AC=tutorial\tutorial-XML-unsigned\guest_unsigned.ace

You should now be able to run sample1.bat to test the policy certificate you created using the tests in Table 2. 

You have now created and tested an unsigned sample policy

Stage 3 Using the Example Program with Signed Policies and Attribute Certificates

If you wish to use signature verification with the PERMIS decision engine then you will need to sign your certificates. Signed policies and Attribute certificates can be stored in LDAP servers and allow users to perform signature verification.
In order to sign policies correctly you will require a PKCS#12 private/public key pair to enable verification of your signature by third parties. One is provided for testing use with the ACM program. The provided key corresponds to the ‘A Permis Test User’ DN. 

Step 1 – Creating a Signed Policy

You should now reload the policy editor and open the XML policy saved in the previous stage. Add a new administrator with the DN of “cn=A Permis Test User, o=PERMISv5, c=gb”. This will enable us to create valid signed user certificates with the provided PKCS#12 key.

 In order to sign your certificate in the Policy Editor you should now:

1. Select the ‘Sign and Publish’ option in the ‘Tool’ menu

2. Click on the ‘As a file’ checkbox 

3. Enter the Dates that the certificate is to be valid between 

4. Click on ‘Sign and Publish’

A new window will open asking for the details of your PKCS#12 signing key pair

1. Click ‘Browse’

2.  find the PKCS#12 key in the installation directory

3. Enter the case sensitive password “l3tM3InNow”

4.  Click ‘OK’

Save your signed policy file in the same directory as the other policy files that you have created

You should now have three working versions of your policy a XML file, an unsigned policy certificate and a signed certificate. You can test your signed policy in the Test Application by editing the sample1.cfg file to point to the new policy file. 

In order to use cryptography with your policy you will require a self signed policy AC and user certificates signed by one of the policy’s administrators. 

Step 2 – Creating a Signed User Certificate

In order to digitally sign user certificates in the ACM you should first ensure that digital signing is turned on in the 'preferences' screen. 

You should once again create two user certificates. The first user certificate should be for a guest user of the UCL Department of Chemistry (cn=Guest, ou=Department of Chemistry, o=UCL,c=gb) allowing the user a “guest” role, giving limited access to the protected resource Dirac. The second user certificate should be for Arthur Smith (cn=Arthur Smith, ou=Department of Chemistry, o=UCL,c=gb) with an investigator role. 

When you click 'Generate and Save' the program will ask you for your private key to sign the certificate. You will then need to use the key in the ACM’s installation directory to sign the certificates.

1. Click 'Generate and Save'

2. Click 'Browse'

3. find the PKCS#12 key in the installation directory

4. Enter the case sensitive password “l3tM3InNow”

5. Click 'OK'

Save your signed certificate to the hard disk 

You can test your signed policy and user certificates in the Test Application by editing the sample1.cfg file to point to the new user certificates. You should now be able to test your policy using Simple (X.509 PKC) signature verification. You will need to use the permis.cer certificate found in the original test policy’s directory as your root CA certificate. 

Stage 4 – Using the Example Program with your own LDAP directory

Step 1 Setting up your LDAP server

Before you can store PERMIS policies in a standard LDAP server you must add the attribute 'attributeCertificateAttribute' and the pmiUser objectClass to the LDAP server’s schema.

The X.509 standard defines 'attributeCertificateAttribute’ as shown below:

attributetype (2.5.4.58 NAME 'attributeCertificateAttribute'

DESC 'A binary attribute certificate'

EQUALITY octetStringMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.8

)

The X.509 standard defines 'pmiUser' as shown below:

objectclass (2.5.6.24 NAME 'pmiUser'

SUP top

DESC 'a pmi entity that can contain X509 ACs'

MAY (attributeCertificateAttribute)

)

Different LDAP server's have different schema requirements so Appendix1 provides a link to a sample LDIF file to help you test your configuration and Appendix 2 provides a basic guide to setting up an OpenLDAP for windows 2.2.29 server.

Before you can store and test the tutorial’s policy and AC certificates you will need to create the LDAP entries listed below:

c=gb

o=Permisv5,c=gb

o=UCL,c=gb

ou = Department of Chemistry, o=UCL,c=gb

ou = Department of Computer Science,o=UCL,c=gb

cn= A Permis Test User, o=PERMIS, c=gb

cn=Arthur Smith, ou=Department of Chemistry, o=UCL,c=gb

cn=Guest, ou=Department of Chemistry, o=UCL,c=gb

cn=Dirac, ou = Department of Computer Science, o=UCL,c=gb

The cn entries should be of the type pmiUser to enable the storage of certificates.

In order to test your policy you should edit the sample1.cfg file for your policy. You should include the SOA, the OID and the LDAP details of your server as shown in the example below:

SOA=cn=A Permis Test User,o=permisv5,c=gb

OID=1.2.3.4

LDAP=ldap://127.0.0.1/c=gb

LDAP_AC_attribute=attributeCertificateAttribute

LDAP_PKC_attribute=userCertificateAttribute

Step 2 – storing the Signed Policy AC in the LDAP directory

You must first set up the ACM and PE tools to connect to your LDAP server. This can be accomplished using the options in the ACM's 'Preferences' window and by clicking on ‘LDAP Directory Setup’ in the ‘Tool’ menu of the PE. Before writing any certificates to the LDAP server you should ensure that the certificate’s holder is a predefined entry in the LDAP server.

Once the PE has been set up to connect to your LDAP server you should select the ‘Sign and publish’ option from the ‘Tool’ menu.

1. Select the checkbox option to save the policy in a LDAP server 

2. Enter the Dates that the certificate is to be valid between 

3. Click ‘Sign and Publish’.

You should once again fill in the details of the PKCS#12 key provided with the program (the password is “l3tM3InNow”). It will bring up an error message which you can just ignore. You will be able to fill in the details of your LDAP server on the next screen. Once you have entered the required fields click on ‘Save’ and the file will automatically be installed to the DN entry in your LDAP that corresponds to your PKCS#12 key.

Please note if your LDAP server does not support an explicit ;binary transfer then the PE may not be able to transfer policy certificates to the LDAP directory. If this is the case then you should use the ACM to issue a self signed policy certificate to the SOA.  

Your policy is now saved in the LDAP server

Step 3- storing Signed User ACs in the LDAP directory

You should use the ACM tool to store user certificates on the LDAP server. Once the ACM has been set up to connect to your server you should create a signed certificate as normal but instead of saving it to disk you should open the drop down menu marked ‘Select Media’ and select ‘LDAP Directory’. You should then be able to enter your LDAP server’s details and click ‘Save’ to store the certificate.

Your ACs are now saved in the LDAP server

Step 4- Testing Signed User ACs in the LDAP directory

You should now be able to create and use the policies in your LDAP server

Appendix 1 – A sample LDIF file to test that AC's can be stored in your LDAP Directory server

The LDIF file found at the link below can be downloaded to test that your LDAP directory server is properly set up for the storage of Attribute certificates. 

Please note that some LDAP servers may require that the LDIF file be edited.

http://sec.cs.kent.ac.uk/permis/downloads/Level2/decisionEngine.shtml
Some LDAP servers may require that the explicit binary transfer in the attributeCertificateAttribute header of the LDIF file be removed. To do this you should remove the ';binary' portion of the header e.g. 'attributeCertificateAttribute;binary::' will become  'attributeCertificateAttribute::'

Original LDIF DN Entry

dn: cn=SOA 3, o=PERMIS, C=GB

attributeCertificateAttribute;binary:: MIIBdDCB3jA2oTQwMqQwMC4xCzAJBgNVBAYTAkdCMQ8wDQY

 DVQQKEwZQRVJNSVMxDjAMBgNVBAMTBVNPQSAzMDKkMDAuMQswCQYDVQQGEwJnYjEPMA0GA1UEChM

 GcGVybWlzMQ4wDAYDVQQDEwVTT0EgMzANBgkqhkiG9w0BAQUFAAIBAzAqGBMyMDAxMDEwMTAwMDA

 wMC4wMDBaGBMyMDA1MDEwMTAwMDAwMC4wMDBaMDAwLgYMKoY6AAGBzJMqAQEOMR4THHRoZXJlIGl

 zIG5vIHBvbGljeSwgaGEtaGEtaGEwADANBgkqhkiG9w0BAQUFAAOBgQCozeo5kS9Tjp71k79vzlk

 VhYeCnAaKNQ3e/lCMlZ5qyTNuD8N3B7XCefq78Vts2EN7l/8OTlgVODjMJXBErY+UIVOgFhmcJUz

 djPt5FUY+5+E1WbXT5NQrrGdTh805j4uSAMcvl2wK/yQcYHScAp0VYQhcZAg3IubjqnRyDnq9UQ=

 =

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: pmiUser

sn: 3

cn: SOA 3

Edited LDIF DN Entry

dn: cn=SOA 3, o=PERMIS, C=GB

attributeCertificateAttribute:: MIIBdDCB3jA2oTQwMqQwMC4xCzAJBgNVBAYTAkdCMQ8wDQY

 DVQQKEwZQRVJNSVMxDjAMBgNVBAMTBVNPQSAzMDKkMDAuMQswCQYDVQQGEwJnYjEPMA0GA1UEChM

 GcGVybWlzMQ4wDAYDVQQDEwVTT0EgMzANBgkqhkiG9w0BAQUFAAIBAzAqGBMyMDAxMDEwMTAwMDA

 wMC4wMDBaGBMyMDA1MDEwMTAwMDAwMC4wMDBaMDAwLgYMKoY6AAGBzJMqAQEOMR4THHRoZXJlIGl

 zIG5vIHBvbGljeSwgaGEtaGEtaGEwADANBgkqhkiG9w0BAQUFAAOBgQCozeo5kS9Tjp71k79vzlk

 VhYeCnAaKNQ3e/lCMlZ5qyTNuD8N3B7XCefq78Vts2EN7l/8OTlgVODjMJXBErY+UIVOgFhmcJUz

 djPt5FUY+5+E1WbXT5NQrrGdTh805j4uSAMcvl2wK/yQcYHScAp0VYQhcZAg3IubjqnRyDnq9UQ=

 =

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: pmiUser

sn: 3

cn: SOA 3

Appendix 2 -  Configuring a windows OpenLDAP 2.2.29 server for use with PERMIS

To configure an openLDAP server to store attribute certificates you should add the attribute 'attributeCertificateAttribute' and the objectClass 'pmiUser' to the server’s schema. To do this you can either add the new schema definitions (below) to the core schema or create a new schema file and include it at run time from the slapd.conf configuration file:

attributeType (2.5.4.58 NAME 'attributeCertificateAttribute'


DESC 'A binary attribute certificate'


SYNTAX 1.3.6.1.4.1.1466.115.121.1.5)

objectClass (2.5.6.24 NAME 'pmiUser'


SUP organizationalPerson


DESC 'a pmi entity that can contain X509 ACs'


MAY (attributeCertificateAttribute $ cn))

If you have created a new schema file you should open the slapd.conf file and add an 'include' statement pointing to the schema file e.g.

include ./schema/pmi.schema

In order to load the permis LDIF file in Appendix 1 you should have a slapd.conf file similar to the one shown below:

ucdata-path ./ucdata

include ./schema/core.schema

include ./schema/cosine.schema

include ./schema/inetorgperson.schema

include ./schema/pmi.schema

access to * by * read

pidfile ./run/slapd.pid

argsfile ./run/slapd.args

database bdb

suffix "C=GB"

rootdn "cn=Root,C=GB"

rootpw secret

directory ./data

index

objectClass 
eq

schemacheck
off

You should also remove the implicit binary transfer from the attributeCertificateAttribute header in the sample LDIF as described in Appendix 1.

Restart the server using the 'slapd' command in the OpenLDAP installation directory and you should now be able to load the LDIF file using either the 'slapadd' command in the OpenLDAP installation directory or by using a LDAP directory Browser.

