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Document Purpose

This document describes the new splitting scheme that has been applied to the parsing of action names in target access rules (TARs).

Requirement

Some existing users require the use of white space characters in action names stored in the Target Access Rules. The original design of both the PERMIS XML policy and its parser uses the white space character as a separator between action names, thus the action name list of a Target Access Rule is split into multiple action names according to the positions of the white space character.

To accommodate the above requirement, our initial idea is as follows.

1. Use the comma character as the separator.

2. Support escaped commas by using double commas.

3. Trim the first white space character of all action names in the list except for the first action name in the list, allowing the comma to be the first character in action names and allowing it to be placed in any position in the list.

Scheme Description

The scheme can be specified as below.
1. The comma character “,”  is considered a separator.

2. Two comma characters “,,” are considered a single comma, which is not a separator.

3. If a comma “,” that is a separator is followed by a white space character, then  the white space character will be removed when parsing in a set of action names.
	Note, when using the corresponding version of PE (to be released) to create a list of action names each action name will be preceded by a comma and whitespace, except the first action in the list.


Examples

Definition: _wsp_ is used to represent the white space character in the examples below to allow for easier perception by the naked eye.

1. Single comma as separator
a. Action name list : “action1,action_wsp_2”

b. Output

i. Number of action names : 2

ii. Action names 

1. “action1”

2. “action_wsp_2”

c. Which rules in the scheme have been applied

i. Rule 1

2. Double commas to be parsed as a single comma
a. Action name list : “action_wsp_1,,action2”

b. Output

i. Number of action names : 1

ii. Action names 

1. “action_wsp_1,action2”

c. Which rules in the scheme have been applied

i. Rule 2

3. Parsing a list of commas (odd number)
a. Action name list : “action1,,,action2”

b. Output

i. Number of action names : 2

ii. Action names 

1. “action1,”

2. “action2”

c. Which rules in the scheme have been applied

i. Rule 1 & 2

4. Parsing a list of commas (odd number)
a. Action name list : “action1,,,,,action2”

b. Output

i. Number of action names : 2

ii. Action names 

1. “action1,,”

2. “action2”

c. Which rules in the scheme have been applied

i. Rule 1 & 2

5. Parsing a list of commas (even number)
a. Action name list : “action1,,,,action2”

b. Output

i. Number of action names : 1
ii. Action names 

1. “action1,,action2”

c. Which rules in the scheme have been applied

i. Rule 2

6. Parsing a list of names where the first action name begins with a white space
a. Action name list : “_wsp_action1, _wsp_action2”

b. Output

i. Number of action names : 2

ii. Action names 

1. “_wsp_action1”

2. “action2”

c. Which rules in the scheme have been applied

i. Rule 1 & 2

7. Parsing action names with commas followed by a white space
a. Action name list : “action1,_wsp_action2”

b. Output

i. Number of action names : 2

ii. Action names 

1. “action1”

2. “action2”

c. Which rules in the scheme have been applied

i. Rule 1 & 3

8. Parsing a list of commas with a white space in the middle
a. Action name list : “action1,,,_wsp_,,action2”

b. Output

i. Number of action names : 2

ii. Action names 

1. “action1,”

2. “,action2”

c. Which rules in the scheme have been applied

i. Rule 1 & 2 & 3

9. Parsing a list of action names with the second action name prefixed with white spaces
a. Action name list : “action1,_wsp__wsp_action2”

b. Output

i. Number of action names : 2

ii. Action names 

1. “action1”

2. “_wsp_action2”

c. Which rules in the scheme have been applied

Rule 1 & 3

