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Steps

User connects to Linking Service Home Page

User is given confidence his privacy will be
protected

User is invited to Login

User is then invited to select his IdP for
authentication

User is redirected to his chosen IdP to login

User logs in and is redirected back to Linking
Service where his linked accounts are
displayed



The Linking Service Home Page

intau - Linking Service - Mozilla Finefox

Edit  Wiew  History  Bookmarks  Tools  Help

' - c {at uﬂlhttps:,l',l'issrg-demu:u.kﬂnt.ac.ukjwelcume.php ‘T!f_'f_?‘ - *

University of Kent: Personal Linking Service

Welcome

‘Welcome to the Eent Linlung Service. This serwice allows you to link together your various accounts at
different orgamsations. After vou have linked vour accounts together vou will then be able to choose
which of your linked accounts you wish to make available to which of the services that trust the Eent

Linking Serwice.

IMPORTANT NOTICE. The Eent Linking Setrwice does not know who you are and does not store
any personal information about you. Furthermore, it does not know anything about vour inked accounts.
Al it kenews i3 that some unidentified person (vou) who 15 using the Eent Linlking Service has several
different accounts at several different orgamzations. It knows how to direct the sernces that you will
access to these different lnked accounts, so that these accounts might directly send wour chosen
information to these serwices.

When vou remove your accounts from the Eent Linling Serwice, all stored information 12 permanently
deleted from the Eent Linking Serwice.




The Login Page

hintau, - Linking Service - Mozilla Firefox
Edit  Wiew History Bookmarks Tools  Help

— c A 1ot https:,l',l'issrg-demn:n.kﬂnt.an:.ulql'l-:nginl,l'index.php oy '| |'|Gn:n:|gle

University of Kent: Personal Linking Service

Account Login

The Eent Linking Setvice requites you to login to one of wour organtsation accounts before proceeding
Please select one of your orgamzations from the list below.

| issrg-shintauz kent.ac.uk V|

Submit




Modified Shibboleth Login Page
to support Attribute Aggregation

%) Shintau Enabled Identity Provider - Login - Mozilla Firefox

Eile Edit Wiew History  Bookmarks Tools  Help

@ - c iy ﬂﬂ'https:,l',l'issrg-shintauz.kent.an:.uk,l'iu:lp,l'.ﬁ.uthn,l'UserF'asswclrd T T '

Welcome to issrg-shintau2.kent.ac.uk. Login please.

TTzernamme:

Password:

[] Do wou wish to agoregate attributes from other linked accounts?



The IdP Linking Table

intau Linking Service - User Account - Mozilla Firefox

Edit  Wiew  History  Bookmarks  Tools  Help
' - c A oy mjlhttps:,l',l'issrg-demu:u.kﬂnt.ac.uHIDginl,l'index.php?|:||:|I:=delete&cmd=merge&id=https:,l',l'issrg-u:lemu:u.kent.au:.uk,l'iu:lp,l T? - *

ikbps: fissrg-shinta...c. ukfshintausecure | |j Shintau Linking Service - User Ac... E

University of Kent: Personal Linking Service

My Linked Accounts

Tou have linked together your accounts at the following orgatisations. To remove any of the these linked accounts from the Kent Linking
service, simply click "Eemove Account”.

Orgamsation Prvate Identifier LoA | Delete

https:ffissrg-demo kent ac uk

https ffissrg-shintau2 kent ac ukfidp/shibboleth fidpfshibboleth._8fc5940f2d77ceebI4dbbTac

1 Lielete

IMPORTANT NOTICE. The Eent Linking Service does not ktow any details about vour inked accounts. It does not even know your
account name. Each of your organizations has only given the Eent Linking Serwice a private identifier that the Eent Linking Service may use to
refer to your account.

Release Polic



LOA Explained

) Shintau Linking Service - User Account - Mozilla Firefox

%) Mozilla Firefox |:| |§| |g|

htkps: ) fissrg-demo. kent. ac. ukyloa. html ﬂf |

LoA (Level of Assurance or
Level of Authentication)

Lod (Level of Assurance or Level of Authentication) refers to
the strength of the authentication mechanizm that yvou uszed to
logn to your organtsation. Values range from 1 {lowest) to 4
(highest). TTeernames and passwords usually have an Lod of 1,
the lowest level of authentication, To obtan a lugher Lod vou
will need to use a stronger authentication mechanism such as a
public key certificate from a Certification Authonty or a one
time password generated by an electronic dewice. If you are not
happy with the Lol provided by vour orgamsation vou will
need to contact them to ask if they offer stronger mechanisms
for authenticating vou than the current one you have used

Idex.php?u:upt=|:|elete&:md=merge&id=https:,l',l'issrg-demn.kﬂnt.ac.uk,l'iu:lp,l ﬁ - | |*| Google

of Kent: Personal Linking Service

Linked Accounts

Fing orgamsations. To remove any of the these nked accounts from the Eent Linking
fice, simply click "Eemowe Account”

Private Identifier od Delete

httpaifissrg-deme kent ac.uk
fdplshbboleth: Bfc2%40fe2d7 7 ceeb24d5%:h7ac

loes not know any detatls about your linked accounts. It does not even know vour
h the F ent Linking Service a private identifier that the E ent Linking Service may use to

[ Release Polic

Cone issrg-demo. kent.ac.uk



B~ N

Adding New Linked Accounts

The user selects the Link Account button and
Is taken back to the Login page

The user chooses a different IdP this time
around and is redirected there

The user is shown the |dP’s login page and
authenticates

The user is redirected back the Linking
Services Linked Accounts page, and starts this
whole process again

The next screen shows 4 linked accounts, 2
held with the same IdP



4 Linked Accounts, 2 from 1 IdP

Linking Service - User, Account - Mozilla Firefox T E'E'

Wiews  History  Bookmarks  Tools  Help

A c {al ﬁﬁlhttps:,l',l'issrg-demu:u.kﬂnt.au:.uk,l'l-:uginl,l'index.php - * ;

My Linked Accounts

Tou have linked together your accounts at the following orgamisations. To remove any of the these linked accounts from the Eent Linking
service, simply click "Eemove Account”.

Orgamsation Private Identifier LoA | Delete
httpsfssrg-shintau?. kent ac.uldhdp/shibboleth E:ﬁ?iiieﬁfgfggzgcﬁiﬂceeb94d9bb?ac b Delete
e e el o e e e 5l E:ﬁj:;i;ﬁ;fjﬁ;g;:& sospalennag | | Delete
httpsifissrg-stine-desktop kent ac ulcidpishibboleth E:i?sﬂ;:flj;fg ';;;;1 Ega ; g;b e 1b1665:50369" 1 Delete
el . (e E e T E:ﬁj:;i;ﬁ;fg;nﬁﬁc sodeoddslqlbse| | | Delete

IMPORTANT NOTICE. The Eent Linking Setwice does not know any details about your inkeed accounts. It does not even know your
account namne. Each of your orgamsations has only given the Eent Linking Serwice a private identifier that the K ent Linking Serwice may use to
refer to your account.

Release Polic i




Setting up the Link Release Policy

The user selects the Release Policy button
and is taken to the Link Release Policy screen.

The user chooses the service provider who is
to receive the attributes from the linked
accounts

The user chooses the IdPs whose attributes
are to be sent to the SP

The user chooses the PID to use (only
applicable if the user has 2 or more accounts
at the same |dP)

1. Note. This is currently very unfriendly and we are in

the process of replacing PIDs with user chosen
nicknames



Setting up an IdP Release Policy

intau Linking Service - User Account - Mozilla Firefox

Edit  Wiew History  Bookmarks  Tools  Help

' - c M Y !ﬂihttps:,l',l'issrg-demn.kﬂnt.ac.ulgflnginl,l'linkrelease.php T? *| |*|G|:u:u;|Ie

0 ol wank Firefox to remember this password? [ Remember ] [Ng\-‘er fFar This Site ] [ [ot Mo

University of Kent: Personal Linking Service

My Account Release Policy

Toutnay make any of your linked accounts avatlable to any of the serwices that trust the Eent Linking Serwice. Until you complete this table
none of your inked accounts will be made avatlable to any services.
Tou tmay remove your bnked accounts from being avalable to a service at any time by updating this table.

Service Organisation Private Identifier

EAIl Other Services v ||| All My Linked Accounts Al v||[ Add

Link Account



Setting up the Link Release Policy

The user selects the Release Policy button
and is taken to the Link Release Policy screen.

The user chooses the service provider who is
to receive the attributes from the linked
accounts (or All Other Services)

The user chooses the IdPs whose attributes
are to be sent to the SP (or All My Linked
Accounts)

The user chooses the PID to use (only
applicable if the user has 2 or more accounts
at the same IdP)

1. Note. This is currently very unfriendly and we will
need to replace PIDs with user chosen nicknames



Selecting the SP

intau Linking Service - Lser Account - Mozilla Firefox

Edit  Wiew  History  Bookmarks  Tools  Help

' - c A e ﬂﬂlhttps:,l',l'issrg-demn.kﬂnt.ac.uk,l'lu:uginl,l'linkrelease.php T? - *

0 you wank Firefox to remember this password? [ Remember ] [Ng\-‘er fFar This Site ] [ Mot Mo

University of Kent: Personal Linking Service

My Account Release Policy

Tou may make any of vour linked accounts avatlable to any of the serwices that trust the K ent Linking Serwice. Tntil wou complete this table
none of your inked accounts will be made avalable to any serwices.
Toumay remowe your linked accounts from betng available to a serwice at any time by updating this table.

Service Organisation Pravate Identifier

All Other Services (v | || Al by Linked Accounts S v||[ Add

All Other Servi

hitp /202-89-170-137 static.dsl.amnet.netau/shibboleth-sp
hitp:fadmin.ingitive hizfshibbhaleth-zp

hitp://colink. colinbradford. arg/shibboleth-sp

hitp fcomponentspace.dyndns.org/=hibboleth=Ff
hitp:/demo varstreet comyshibhaleth-zp

hitp Hoully. ads.infra.inistfri/simplesaml/saml2fsp/metadata.php
hitp:fhcsportal housing.ufl edufshibbaleth-zp

hitp:thome. example.com:3000/shibboleth-sp

hitp:Hisweb 33 cl msu.edu:83001 fshibbaleth-zp

hitp:fkirvesamfshibboleth-sp
hitp:/{oasp.heta.athensams. net/Oasphdetadata




Setting up the Link Release Policy

The user selects the Release Policy button
and is taken to the Link Release Policy screen.

The user chooses the service provider who is
to receive the attributes from the linked
accounts (or All Other Services)

The user chooses the IdPs whose attributes
are to be sent to the SP (or All My Linked
Accounts)

The user chooses the PID to use (only
applicable if the user has 2 or more accounts
at the same IdP)

1. Note. This is currently very unfriendly and we will
need to replace PIDs with user chosen nicknames



Selecting the IDPs

intau Linking Service - User Account - Mozilla Firefox

Edit  Wiew  History  Bookmarks  Tools  Help

' - c A Y !ﬁihttps:,l',l'issrg-demn.kﬂnt.ac.uHIDginl,l'IinkreIease.php T? *| |*|G|:u:u;|Ie

0 ol wank Firefox bo remember this password? [ Remember ] [Ng\-‘er fFar This Site ] [ [ot Mo

University of Kent: Personal Linking Service

My Account Release Policy

Tou may make any of your linked accounts avatlable to any of the serwices that trust the Eent Linking Serwice. Until you complete this table
none of your linked accounts will be made available to any serwvices.
Tou may remove your nked accounts from being available to a service at any time by updating this table.

Service Organisation Private Identifier

| hitps:fissrg-demo kentac.ukfidp/shiblk » | All by Linked Accounts v
All by Linked Accounts
hitps:ffissrg-shintaus kentac.ukfidp/shibboleth

i hitps:ffissrgtesthed.cs kentac.ulkfidp/shibhaleth
hitps:/fissrg-stino-deskiop kentac.ukfidp/shibboleth

v||[ Add




Setting up the Link Release Policy

The user selects the Release Policy button
and is taken to the Link Release Policy screen.

The user chooses the service provider who is
to receive the attributes from the linked
accounts (or All Other Services)

The user chooses the IdPs whose attributes
are to be sent to the SP (or All My Linked
Accounts)

The user chooses the PID to use (only
applicable if the user has 2 or more accounts
at the same IdP)

1. Note. This is currently very unfriendly and we will
need to replace PIDs with user chosen nicknames



Selecting the PID (if 2 or more accounts at 1 |dP)

intau Linking Service - User Account - Mozilla Firefox

Edit  Wiew  History  Bookmarks  Tools  Help

' - c A Y !ﬁihttps:,l',l'issrg-demn.kﬂnt.ac.uHIDginl,l'IinkreIease.php T? *| |*|G|:u:u;|Ie

0 ol wank Firefox bo remember this password? [ Remember ] [Ng\-‘er fFar This Site ] [ [ot Mo

University of Kent: Personal Linking Service

My Account Release Policy

Tou may make any of your linked accounts avatlable to any of the serwices that trust the Eent Linking Serwice. Until you complete this table
none of your linked accounts will be made available to any serwvices.
Tou may remove your nked accounts from being available to a service at any time by updating this table.

Service Organisation Private Identifier

|https:ﬁ'is5rg—demu.kent.ac.ukjidpfshibtV| |https:x’,"issrg—shintauE.kent.ac.uk,f‘idpfshiV| hitps:/fissrg-demo kentac.ukfidp/shibh «| “ A

https:fissrg-demo kentac.ukfidp/shibboleth:_Gfch940fe?d? 7 cesh

hitps /fissrg-demo kentac.ulkfidp/shibboleth;_38deda31401 30a0t

Link Account




Setting Up Link Release Policy

* The user clicks on Add, which creates the policy
rule

* The user repeats the whole process for each SP
that is to receive a linked account

* The following shows a link release policy that

— sends the attributes from 3 IdPs to
Issrg.shintau.kent.ac.uk

— sends the attributes from 2 IdP to emeraldinsight.com

— sends the attributes form just 1 IdP to all the other
service providers



intau Linking Service - User Account - Mozilla Firefox
Edit  Wiew History Bookmarks Tools  Help

' - c N ﬂﬁlhttps:,l',l'issrg-demn:n.kﬂnt.ac.ukflaginl,l'linkrelease.php ‘TT - "

University of Kent: Personal Linking Service

My Account Release Policy

Tou may make any of your inked accounts avalable to any of the services that trust the Eent Linking Service. Tntil vou complete this table
none of your inked accounts will be made available to any services.
Tou may remove your inked accounts from bemng avalable to a service at any time by updating this table.

Service Organisation Private Identifier

httpsfissrg-deme kent ac uk httpsfissrg-shintaus kent ac uk httpsfissrg-deme kent ac uk Delete
fdpishibboleth fdpishibboleth fdplshibboleth. Stes940fesd7Foeeb4dd —
httpsiissrg-deme kent ac uk httpsfissrg-stine-desktop kent ac uk httpsfissrg-deme kent ac uk Delete
fdpishibboleth fdpishibboleth fdplshibboleth. celbeett3ad2ed05£2481e) —
httpsiissrg-deme kent ac uk httpsfissrg-testbed cs kent ac uk httpsfissrg-deme kent ac uk Delete
fdpishibboleth fdpishibboleth fdplshibboleth. 21dbofeedabbbdadt=4aldl —
Al Other Services A My Linked Accounts * Delete
| Al Other Services | [ All My Linked Accounts vl |* vl Add

Link Account

issrg-demo, kent, ac,u




Using the Linking Service at
Service Provision time

* The Shibboleth login screen is modified to
allow the user to select attribute
aggregation (via a tick box)

* If the user does not tick the aggregation
box, then Shibboleth works just as now
(with no aggregation)

* Sites that require multiple attributes from
multiple IdPs will reject access



Contacting an SP which requires two
attributes from different |dPs

% Shintau Enabled Identity Provider - Login - Mozilla Firefox

File Edit Miew  History  Bookmarks  Tools  Help

@ A c (et mj l htkps: ) fissrg-shintauz kent, ac,ukidp/AotbnUserPassword

Welcome to issrg-shintau2.kent.ac.uk. Login please.

Tzername: |UaerIII |

Fassword: |-uu| |

[] Do you wish to aggregate attributes from other linked accounts?

\ User did not select attribute aggregation



Failed to gain access

%) 401 Authorization Reqguired - Mozilla Firefox

File Edit Miew  History  Bookmarks  Tools  Help

@ A c {al (‘|_B| l htkps: ffissrg-shintaul kent, ac. uk/shintausecure

Authorization Required

Thiz server could not werify that vou are authorized to access the document recuested. Either wou supplied the wrong credentials (e g, bad password), or your
doesn't understand how to supply the credentials required.

Apackef2.0.03 (Unix) DAV mod_sslf2.0.03 OpansS L0, 8g Server ai issrg-chintan ! kent.ac.uk Fort 443



Using the Linking Service at
Service Provision time

* If the user selects attribute aggregation
but did not set up a Link Release Policy
with the Linking Service then he will still be
refused access as no linked attributes will
be returned by the Linking Service



User does select aggregation

%2 Shintau Enabled Identity Provider - Login - Mozilla Firefox

File Edit Miew  History  Bookmarks  Tools  Help

@ A c {al ﬂﬁlhttps:,l',l'issrg-shintauz.kﬂnt.au:.uk,l'iu:lp,l'.ﬂ.uthn,l'LlserF'asswnrd "'!:'_'f‘ - *

Welcome to issrg-shintau2.kent.ac.uk. Login please.

Tzername: |UaerIII |

FPazsword: |-uu |

User selects Attribute Aggregation
but did not set up an appropriate
Link Release Policy at the Linking Serv



But is Refused Access
as Link Release Policy wasn't set up

%) 401 Authorization Reqguired - Mozilla Firefox

File Edit Miew  History  Bookmarks  Tools  Help

@ A c {al (h_ul ‘ htkps: ffissrg-shintaul kent, ac. uk/shintausecure

Authorization Required

Thiz server could not werify that vou are authorized to access the document recuested. Either wou supplied the wrong credentials (e g, bad password), or your
doesn't understand how to supply the credentials required.

Apackef2.0.03 (Unix) DAV mod_sslf2.0.03 OpansS L0, 8g Server ai issrg-chintan ! kent.ac.uk Fort 443



Using the Linking Service at
Service Provision time

* If the user selects attribute aggregation
and has set up a correct Link Release
Policy with the Linking Service then he will
be granted access to the service



User select aggregation again

%2 Shintau Enabled Identity Provider - Login - Mozilla Firefox

File Edit Miew  History  Bookmarks  Tools  Help

@ A c (et mﬁlhttps:,l',l'issrg-shintauz.kﬂnt.au:.uk,l'iu:lp,l'.ﬂ.uthn,l'LlserF'asswnrd "'!:'_'f‘ - *

Welcome to issrg-shintau2.kent.ac.uk. Login please.

Tzername: |UaerIII |

FPazsword: |-uu |




Success

%) Mozilla Firefox

File Edit Miew History  Bookmarks  Tools  Help

@ A c {al ﬂﬁlhttps:,l',l'issrg-shintaul.kﬂnt.ac.ukjshintausecure,l' "'!:'_'f‘ - '

éﬁ‘/ Do o wank Firefox ko remember this passwaord? Remember ] [ Mever For This Sike ] [ ! [a]

It works!

This page iz protected by Shintau and PEEIALS



intau Linking Service - Lser Account - Mozilla Firefox

Edit  Wiew  History  Bookmarks  Tools  Help

' - c {at aﬂl https: | fissrg-demo, kent, ac,ukflogind flinkrelease, php?omd=deletetid=*2prov=al My Linked Accountsisp=all OF ‘T? - -

tkps: [fissrg-shinta. ..o, ukyshintausecure) |j Shintau Linking Service - User Ac... ﬁ

University of Kent: Personal Linking Service

My Account Release Policy

Tou may make any of your inked accounts avalable to any of the services that trust the Eent Linking Service. Tntil vou complete this table
none of your inked accounts will be made available to any services.
Tou may remove your inked accounts from bemng avalable to a service at any time by updating this table.

Service Organisation Private Identifier

httpsiissrg-deme kent ac uk httpsfissrg-shintaus kent ac uk httpsfissrg-deme kent ac uk Delete
fdpishibboleth fdpishibboleth fdplshibboleth. Stes940fesd7Foeeb4dd —
httpsiissrg-deme kent ac uk httpsfissrg-stine-desktop kent ac uk httpsfissrg-deme kent ac uk Delete
fdpishibboleth fdpishibboleth fdplshibboleth. celbeett3ad2ed05£2481e) —
httpsiissrg-deme kent ac uk httpsfissrg-testbed cs kent ac uk httpsfissrg-deme kent ac uk Delete
fdpishibboleth fdpishibboleth fdplshibboleth. 21dbofeedabbbdadt=4aldl —
| All Other Services | [ All by Linked Accounts v |* v Add

Link Account




| Fail to Gain Access

%) 401 Authorization Reqguired - Mozilla Firefox

File Edit Miew  History  Bookmarks  Tools  Help

@ A c {al (‘|_B| l htkps: ffissrg-shintaul kent, ac. uk/shintausecure

Authorization Required

Thiz server could not werify that vou are authorized to access the document recuested. Either wou supplied the wrong credentials (e g, bad password), or your
doesn't understand how to supply the credentials required.

Apackef2.0.03 (Unix) DAV mod_sslf2.0.03 OpansS L0, 8g Server ai issrg-chintan ! kent.ac.uk Fort 443



| Reinstate My Release Policy

intau Linking Service - User Account - Mozilla Firefox
Edit  Wiew History Bookmarks Tools  Help

' - c N mjlhttps:,l',l'issrg-demu:u.kﬂnt.ac.uHIDginl,l'Iinkrelease.php *i? - *

University of Kent: Personal Linking Service

My Account Release Policy

Toumay make any of your inked accounts available to any of the services that trust the Eent Linking Service. Until vou complete this table
none of your inked accounts will be made avatlable to any services.
Tou may remove yvour inked accounts from bemng availlable to a service at any time by updating this table.

Service Orgamsation Private Identfier

httpa:fissrg-demo kent ac uk httpzffissrg-shintanz kent ac uk httpa:ffizsrg-demo kent ac uk Delete
Adpishibboleth fdpishibboleth fdpishibboleth: Sted940fe2d77oeeb4dd) —
httpa:fissrg-demo kent ac uk httpzffissrg-stino-desktop kent ac uk httpa:ffizsrg-demo kent ac uk Delete
Adpishibboleth fdpishibboleth fdpishibboleth: celbeetb3ad2cd05£2481) —
httpa:fissrg-demo kent ac uk httpzffissrg-testbed cs kent ac uk httpa:ffizsrg-demo kent ac uk Delete
Adpishibboleth fdpishibboleth fdpishibboleth: 21dbefeedabbbdadt=dal| —
A1l Other Services A My Linked Accounts * Delete
| Al Other Services | [ All by Linked Accounts v |* v Add

Link Account
B




| Refresh the Page

%) 401 Authorization Reqguired - Mozilla Firefox

File Edit Miew  History  Bookmarks  Tools  Help

@ - R {al (‘|_B| l htkps: ffissrg-shintaul kent, ac. uk/shintausecure

Authorization Required

Thiz server could not werify that vou are authorized to access the document recuested. Either wou supplied the wrong credentials (e g, bad password), or your
doesn't understand how to supply the credentials required.

Apackef2.0.03 (Unix) DAV mod_sslf2.0.03 OpansS L0, 8g Server ai issrg-chintan ! kent.ac.uk Fort 443



And | Get Access Again

%) Mozilla Firefox

File Edit Miew History  Bookmarks  Tools  Help

@ - c {al ﬂﬁ l hktps: [ fissrg-shintaul kent, ac.uk)shintausecure) ir T '
éﬁ‘/ Do o wank Firefox ko remember this passwaord? Remember ] [ Mever For This Sike ] [ ! [a]

It works!

This page iz protected by Shintau and PEEIALS



And now the technical stuff

* User authentication to the Linking Service is a
standard SAMLv2.0 request in which a
permanent id (PID) is requested

— <NameldPolicy> element is set to
“‘urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent,”

— allow-Create attribute of the <NameldPolicy> element
IS set to true

* LOA is returned using draft OASIS spec Level of
Assurance Authentication Context Profiles for
SAML 2.0



Service Provision

SP redirects user to IdP and asks for transient ID in
authn response (standard Shib)

If user requests attribute aggregation then IdP returns a
referral to the Linking Service (LS) along with the authn
statement containing Session LOA and the attribute
statement

— otherwise IdP behaves as now (no referrals)

Referral is encoded as a Liberty Alliance ID-WSF
endpoint reference (EPR).

EPR’s <sec:Token> contains the encrypted PID of the
user shared between IdP and LS

If SP has enough attributes from attribute statement then
it ignores the referral and gives the user acces,
otherwise it acts on referral



SP -> LS

* Uses LA Discovery Service. SP sends Discovery
Query to LS asking for the user’s linked IdPs’
discovery services

* Query Message contains the <sec:Token>
copied from the referral EPR, an optional “you
aggregate” Boolean and the initial authentication
assertion in the message’s SOAP header. This
Is the only nonstandard part of the protocol; in
the original SOAP binding only the <sec:Token>
would be present



Action by LS

LS decrypts the <sec:Token>, looks up the PID and gets all
the user’s linked IDPs

LS checks if the user’s Link Release Policy allows these
links to be returned to the SP

LS checks if the Session LOA is LE to stored LOAs. Only
links with equal or higher LOAs are returned

— Don’t want user to assert an attribute at a higher level than it was
registered

If Boolean is missing or false then SP is performing

aggregation, and LS returns a Discovery QueryResponse to

SP containing referral EPRs to the discovery services of the

user’s linked IdPs

The SP then sends a DiscoveryQuery message to each
|dP’s discovery service, requesting the EPR of the user’s
attribute authority

— Query contains <sec:Token> and Authn statement

If LS is performing the aggregation, it sends the same
message to each IdP



Action by Linked IdP

Decrypts the <sec:Token>, locates the user’s account
from the PID

If the user’s registration LOA is GE to the session LOA, it

maps the random identifier from the authentication

assertion into the user’s account.

— it wont return attributes at a higher Session LOA than its stored
attributes

The IdP returns a Disco QueryResponse containing the

EPR of the attribute authority where the random ID is

now valid (or null if the Query is erroneous)

The requestor then sends a SAML Attribute Query to this
EPR and the IDP returns a response containing the
user’'s random ID and attributes, signed and encrypted to
the SP



Features

The SP gets an authentication statement and set of
attribute statements all containing the same user ID and all
signed by their authoritative sources

The user remains in full control and provides his consent
every time. Also sets his own release policies.

User friendly (we hope). The user only authenticates to
one IdP for service provision and it can be any from the set
of linked IdPs. Linking is also pretty easy

The user’s privacy is protected as the SP does not know
the identity of the user unless the user wishes to release a
unique identity attribute to it

Fully standards compliant with only one minor change to
Disco protocol
— Uses Connor Cahill's open source Disco Service and Internet 2
Shibboleth software
Will be released as Open Source (BSD License) to the
community in 3 months time after validation/user trials are
completed by University of Glasgow



Finally

* You can read all about this in May’s edition of
IEEE Computer Magazine
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Any Questions?
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