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An Evaluation of the JISC e-Infrastructure Programme 


Guidance Notes

EoverI Ltd has been commissioned by the JISC to conduct an evaluation of the JISC e-Infrastructure programme. The criteria for this review can be found in the JISC ITT call which can found at

http://www.jisc.ac.uk/fundingopportunities/funding_calls/2009/01/einfrastructureevaluation.aspx
This questionnaire is designed to

1. enable the evaluation team to gather information about the funded projects before evaluation visits are made; and

2. enable project principal investigators to provide their own documentation that will be recorded as part of the formal evaluation report which will be sent to JISC.

The questions in this questionnaire follow directly from the evaluation criteria defined by JISC. 

The box sizes assigned for question answers are best guesses so please feel free to reduce or increase the sizes of these boxes as you see fit.

The JISC e-Infrastructure programme evaluation team thank you for the time in assisting us in this evaluation.
Project Details

1. Project Name
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2. Principal Investigator’s Name


3. Institution

4. What was the duration of the project (planned, extended etc.)?


General

1. What was the main theme of the project?


2. What was the effort required in terms of personnel and equipment?


3. What were the main results from the project?



4. Please list details of any publications or software produced.

Awareness

1. What has been disseminated (programme level and project level)?

2. What dissemination has been most effective (programme and projects)?


3. What is the web site usage (JISC and projects)?


4. What external liaisons have been established (e.g. standards bodies)?


5. What other funding has the project work attracted?


Community building

1. Who has taken up the solution, technologies, and standards?


2. What is the external take-up (i.e. outside JISC projects)?


3. What were project engagement strategies? How successful were they?


4. What was the depth and width of the audiences with whom you engaged          (generic, specific researchers, research/IT support, etc)?


5. Were these the target communities you originally anticipated?



Exploitation

1. How have the solutions, technologies, tools and standards been used elsewhere both within the academic and private sectors?


2. What competitors to the solutions, technologies, tools and standards developed are in general use?


3. What have you built upon (particularly in terms of both JISC and Research Council outputs)?


4. How have you contributed to the e-Framework in terms of service expressions, usage models and genres? What has their impact been and what is their state of adoption?


5. What has been the level of trust and confidence in these solutions as regards reliability and ease of use?


Reassessment of practice

1. How has the project changed day to day work practices?

2. Has it changed the quality, quantity or nature of research outputs?

3. What new opportunities have emerged?

4. Has it changed users’ working environment?

5. How likely is it that users will use or adopt the tools and technologies developed?

6. Has the project attracted unexpected users or consequences?

7. How well have the standards, solutions, technologies, workflows been embedded into practice?

8. Have there been notable research outputs as a result of this project?

9. Have any sectors been missed?


Strategic and policy direction for UK e-Research

1. How has local policy changed?

2. How has the policy of JISC peers (Professional Bodies, JISC Partners – both nationally and internationally, etc.) been affected?


3. How well have recommendations been integrated into the JISC strategy? How well defined are recommendations? How easy has it been to integrate recommendations into the JISC Strategy?


4. Does the work have potential for the new Research Excellence Framework?

Shintau





Professor David Chadwick





University of Kent





Planned : 1 March 2007 to 31 March 2009


Extended: 1 March 2007 to 31 July 2009


But user trials by NESC Glasgow will not be finished until end of September





Attribute aggregation i.e. allowing a user to aggregate attributes from multiple Identity Providers in order to gain authorised access to a resource. This should work for both Shibboleth and Grid systems.





34 man months in total


£3,500 in equipment





1. We are on the cover of May’s edition of IEEE Computer magazine in a special edition on Identity Management �2. We have a paper accepted for Next Generation Computer Systems which just needs minor edits �3. We successfully demonstrated the software at the Internet2 Spring meeting and the Terena Networking Conference 2009 in Malaga


4. We have secured further funding to continue the research as part of the EC TAS3 Integrated Project which runs to end of Dec 2011. We plan to add support for Microsoft's CardSpace into the next version. �5. I have an RA doing his PhD on this topic who is now 2 years through, so we plan to get a PhD awarded from this project in a year's time


6. We will shortly release the software as open source to the community


7. A live demonstration is available at 


http://issrg-beta.cs.kent.ac.uk:8080/loademo.html





George Inman, David Chadwick, Nate Klingenstein. “Authorisation using Attributes from Multiple Authorities – A Study of Requirements”. Presented at � HYPERLINK "http://events.eife-l.org/ep2007/" �HCSIT Summit - ePortfolio International Conference�,16-19 October 2007, Maastricht, The Netherlands


David W Chadwick, George Inman. “Attribute Aggregation in Federated Identity Management”. IEEE Computer, May 2009, pp 46-53


Software to be released will be available from http://sec.cs.kent.ac.uk/permis








We gave presentations at the following conferences and workshops


1. George Inman, David Chadwick, Nate Klingenstein. “Authorisation using Attributes from Multiple Authorities – A Study of Requirements”. Presented at HCSIT Summit - ePortfolio International Conference,16-19 October 2007, Maastricht, The Netherlands. 


2. David Chadwick. Aggregation of Attributes from Different Authorities. Presented at TERENA EMC2 meeting,04-05 February 2008, Marseilles, France.


3. David Chadwick "Aggregation of Attributes from Different Authorities - Proposed Protocols" Presented at Spring 2008 Internet2 Member Meeting


4. George Inman. “Attribute Aggregation” demo at JISC Conference 2009 on Tuesday 24 March at the EICC, Edinburgh.


5. David Chadwick “Attribute Aggregation” Internet 2 Spring Members Meeting, Arlington, Virginia, April 2009


6. George Inman, David Chadwick “Attribute Aggregation in Federated Identity Management” Terena Networking Conference 2009, Malaga


7. End user trials by NESC, Glasgow (still to be performed)











The early talks at Terena EMC2 and Internet2 when we presented our initial designs and got good feedback from the participants.





We hope the end user trials will also be effective.





Don’t know 





We took our initial design to the Liberty Alliance standards group who gave us feedback and suggested we altered our design (which used an Identity Mapping protocol) to another one (which used a Discovery Protocol) for which open source software already existed. The revised design is less efficient (it has two round trips instead of one, but no-one has implemented the “Identity Mapping” specification yet). It thus made our implementation easier, though caused us more time on re-design.





We are now the lead group in the authorisation workpackage of the EC TAS3 project and have obtained €941,535 for continuing attribute aggregation and other authorisation related work.





The EC TAS3 project will take it up.


It is too early to say who else has taken it up, since the software has not been released to the public yet. It has not been piloted yet either, as Glasgow NeSC are running behind schedule.


The protocol we use is a small enhancement to the Liberty Alliance protocol stack and we plan to take this enhancement back to them for standardisation under the TAS3 project.





See above.





We engaged with the international community during the requirement phase and design phase. We also engaged with it further during the selling phase by giving demonstrations of the finished software. We have also mounted a public demonstration at http://issrg-beta.cs.kent.ac.uk:8080/loademo.html and notified mailing lists about this.


Finally we will shortly be starting end-user trials with e-science users.





In the requirements and design phases they were mainly technical networking specialists since they understood the subject domain and released what we were wanting to achieve. In the later demonstration phases they have been to a more general audience.


In the end user trials, to be conducted by Glasgow NeSC, we will be interacting with real end users, mainly e-Scientists, to see how they respond to both the concept of attribute aggregation and our user interface.





Yes





The Swiss Ministry of Defence is currently hardening the entire PERMIS suite of software. They are investing many hundreds of thousands of Swiss Francs in this and have several commercial software engineers working full time at this. The first fruits are now available from the EC OSOR web site (� HYPERLINK "http://www.osor.eu" ��www.osor.eu�). They are using PERMIS for an Air Force application since in their words it is the only fully secure RBAC based system in town. We plan to migrate our future improvements to this code base once they have finished the re-engineering.





There simply is no competitor to our attribute aggregation design and implementation. No-one else has this functionality. Shibboleth does not have it. CardSpace does not have it, and wont have it in the next release either since there model effectively precludes it without getting the user to login to multiple IDPs during the one service session.





We have built upon many previous JISC, Research Council and EPSRC projects (over 10 directly relevant ones)





We have not contributed yet.





We have still to perform the usability trials with Glasgow NeSC. I expect these will be done over the next 3 months.





It is too early for this





For ourselves, no, because we were already producing quality output. But it has continued to contribute to it.


For others it has the potential to enable research not previously possible due to security concerns.





Bidding for new funding, such as the EC TAS3 project.


Working with the SWISS MOD in hardening PERMIS.





No, its too early for this.





PERMIS is now being used widely globally. We have hundreds of downloads each month. Once we add the Shintau attribute aggregation software to this, then it will be downloaded by our existing customers.





The EC TAS3 project was a nice unexpected consequence.





The Liberty Alliance protocols are not yet well embedded in practice. Shibboleth is, and our solution works with the Shibboleth software, so it will be easy for users to extend their current working to make use of attribute aggregation.





Yes, two high quality journal papers (one published, one accepted with minor changes).





We have not published this in the medical sector yet, though they are expected to be beneficiaries as they often require high security access





It hasn’t.





It hasn’t that I am aware of. But it should, because attribute aggregation gives a much higher level of security than existing Shibboleth access, in which you have to trust the home IDP to provide all the attributes. As a result of Shintau, a service provider can now demand attributes from multiple authoritative sources.





I have not directly made any recommendations to JISC and therefore am not aware of any action in this area.





Certainly. It gives researchers the potential to have a higher level of fine grained access controls to their research environments thus performing experiments that were not open to them before, especially in the medical domain, but also in the emergency response and disaster management domain where first responders need to quickly identify themselves along with their professional status.
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