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JISC Progress Report Template

Overview of Project

Grant Statement

The project is being conducted under the terms of the grant conditions.
2. Aims and Objectives

The second objective stated in the project plan, viz:

The second objective is to build a Policy Information Point (the nAA-PIP) that will evaluate the collected attributes (or credentials) according to the configured trust policy of the Service Provider (SP) and will return the valid set of attributes to the SP’s Policy Enforcement Point (PEP). The PEP can then pass the complete set of validated and aggregated attributes to a conventional Policy Decision Point (PDP) for it to make access control decisions. The nAA-PIP will be fully standards conformant, and will be called by the SP through either the standard web services protocol that is being defined by the OGSA-Authz WG [8] or by a Java API that is already implemented in Globus Toolkit and is also due to be published by the OGSA-Authz WG.

has now been revised as a result of the Conceptual Design that has been developed. On reflection one can see that the original objective was stated at two low a level and depended upon the model and design that was envisaged at the time the proposal was written. Work during the first six months of the project has caused our design to change as a result of user feedback and analysis of existing systems. The Conceptual Design that has now been published envisages a Linking Service rather than an nAA-PIP, the Linking Service being under the direct control of the user and being used to link a user’s attributes together. Construction of a Linking Service will necessitate some minor changes to both the SPs and the IdPs in order to interact with each other via the Linking Service. Given this new Linking Service component, the second objective can now be restated as follows:
The second objective is build a prototype attribute aggregation system that will allow a user to control the linking of his various Identity Provider attributes at a Service Provider. The system will be built according to the Conceptual and Detailed Design documents that will be developed during the project.

Note that the second objective no longer refers to the details of the Conceptual Design, or to the components within it, so that if the design subsequently changes, say as a result of user feedback or pilot trials or some other reason, the objectives of the Shintau project wont need to change.

The targets set for the first eight months of the project were:

	1. Produce user requirements questionnaire

	2. Complete requirements questionnaire

	3. Evaluate user requirements questionnaire

	4. Produce conceptual model for attribute aggregation

	5. Produce first set of protocol specifications

	6. External reviews of model and protocols


The first 4 tasks have been completed on schedule and a paper has been written and accepted for presentation at an EC e-Portfolio conference in Maastricht in w/b 14 October 2007.

Task 5 has been half completed and should be completed by the end of month 8.

Task 6, review of Conceptual Model, has been completed and very useful feedback has been received from a wide variety of sources (Internet 2 community, Terena Community, Liberty Alliance and Grid Community). This has caused the Conceptual Model to be revised twice, and the second revision will be published imminently. This will then be circulated for another round of reviews by the international community before the end of October.

3. Overall Approach

There have been no changes to the overall approach outlined in the project plan.
4. Project Outputs

The following deliverables for this reporting period were specified in the project plan.
	D1.1 A User Requirements Questionnaire

	D1.2 Analysis of User Requirements

	D1.3 A conceptual model for attribute aggregation


All three deliverables have been successfully met.
5. Project Outcomes

We have achieved our stated objectives. We have discussed our Conceptual Model with many people and obtained feedback from a wide variety of source. We have not yet produced the initial complete set of protocol specifications because we have been revising the Conceptual Model as a result of user and stakeholder feedback. However, once the Conceptual Model is stable, we will complete the protocol specifications.
No lessons have been learnt from this, although perceived knowledge has been strengthened, especially concerning the amount of time it takes to specify models and protocols and to get them reviewed by the international community. The overall time to completion needs to be measured in years rather than months (but we knew this already!).

6. Stakeholder Analysis

We had good feedback from the international community during our requirements analysis phase and received 26 completed questionnaires from around the globe.

During the design phase, we have interacted with the Terena community by email and presentation at the EMC2 meeting in Prague in September 2007. We have interacted with the Internet2 community by email. We have interacted with the Grid Community by email and presentation at the Grid STP workshop in Nice in September. Valuable (but sometimes competing) feedback has been received from these people. E.g. Scott Cantor did not like the Linking Service aggregating the user’s attributes but preferred the SP to do it all, whilst Diego Lopez wanted the Linking Service to do it all so that the SP did not need to change its current behaviour even in the presence of aggregated attributes. The net result is that we have now included 3 interactions modes in our Conceptual Model so that all scenarios can be covered, hopefully by using the same set of protocols.
7. Risk Analysis

There really have not been any problems during the first six months of the project. Perhaps the only slightly disappointing results are that we have had no feedback from Switch to date, and they are very active in this area, and also Erik Vullings from MAMS, who supported our initial proposal and would have provided good feedback, subsequently left Australia and moved back to Europe. We are only now trying to establish strong links with his replacement in Australia.
New risks on the horizon could be the impacts of Microsoft’s CardSpace and OpenID as described below. It is currently too early to tell what impacts they will have on the Shibboleth and Identity Management communities, but whatever they are, they have the potential to be large. Another potential risk is the licensing model of Liberty Alliance open source software (discussed in section 10 below).
Microsoft’s CardSpace is an identity management system in which the user controls the IdP-SP interactions from his desktop. The current CardSpace system cannot aggregate a user’s attributes together, and it is a major deficiency that Microsoft are aware of. Consequently Microsoft are now working on a solution to this problem. However, Microsoft have a different model for interacting with the user than the current Shibboleth and Grid models. In the current CardSpace model, the user has a set of attributes, shown as Electronic Plastic Cards, on his desktop. This is analogous to the user running a Where Are You From Service on his desktop. The user clicks on the card he wants to use to interact with the current Service Provider (SP), he is redirected to the card’s issuer (the Identity Provider, IdP), he authenticates to it, and then the attributes are sent by the IdP to the SP via the user’s PC. In the revised model, presumably the user will click on several cards, and the net result will be that the attributes are aggregated together and transferred to the Service Provider. This will presumably necessitate the user to login to each Identity Provider that he has chosen, unless Microsoft can simultaneously implement a Single Sign On system between all the IdPs.

In our Conceptual Model an external trusted Linking Service holds the links between the user’s IdPs, and the links only need to be established once in order to be used multiple times. Consequently during a SP session, the user only needs to login to one IdP in order for all his linked attributes to be sent to the SP. One can see that the Linking Service in our model is conceptually running on the user’s desktop in Microsoft’s model, rather than being provided by an external TTP. What we currently do not know is:

1) what will be the take up of CardSpace by SPs and IdPs? Given Microsoft’s power and influence, it is likely to be great, and certainly greater than Microsoft’s Passport Service, from which they have learnt hard lessons.

2) What will be the user experience of CardSpace and Shintau? Given Microsoft’s ability and massive resources, they should be able to create an easy to use user interface providing a pleasant experience to the end user. Will the small but experienced Shintau team be able to provide a similarly pleasant experience for the end users?

3) Will the CardSpace system be able to interoperate with Shibboleth and Grid Systems such as GT4?

The other large unknown is the effect that OpenID will have on the landscape. We would like to study and appreciate this, and we will be proposing a joint proposal with Edinburgh University to satisfy JISC’s current call for proposals.

8. Standards

We now suspect that we will be using Liberty Alliance specifications for the Linking Service protocol, which build on the OASIS SAML specification, rather than using the base SAML specification.
9. Technical Development

We have not started technical development yet.
10. Intellectual Property Rights

There are no IPR issues that we are currently aware of. However, the Liberty Alliance open source code that is currently being built and that might be useful for us to use, is being issued under a GNU viral license. We do not like this licensing model, as it could effect the entire Shibboleth and PERMIS code base. We prefer the BSD or Apache licensing model which is unencumbered. Consequently this may prove to be an issue during the second year of the project, especially if this is the only open source software available for us to use.
Project Resources

11. Project Partners

We have had excellent feedback and input from Nate Klingenstein as promised. We have had good feedback from the international community. We plan to continue this involvement during our design and specification work, and will endeavour to increase it as much as possible.
The one negative issue that was reported in the original project plan, is that the Internet2 Java Shibboleth 2 code is running months if not years behind schedule and may not be ready to use by us next year. This could have a significant impact on our development work.

12. Project Management

We have had no staffing problems or changes on this project to date.
13. Programme Support

We have had little interaction with the programme overall to date, other than that the programme participants are seen as being members of the larger international community, and therefore are interacted with in the same way.
14. Budget

The current spend against budget is shown in Appendix A. Question marks ?? are used in cells for which no figures have been made available to the project manager because he does not have any control over how this money is spent.

The spend is approximately on track, showing 49% spend of direct costs during the first 7 months of the first year. One should take into account that travel during September for dissemination activities has not been shown in the current figures and therefore the actual spend is somewhat higher than that recorded in Appendix A.
Detailed Project Planning

15. Workpackages

The tasks and deliverables for the next reporting period are:
	Task
	Period
	Deliverable

	7. Produce first set of protocol specifications
	M5-M5
	SAMLv2 draft profiles for attribute aggregation

	8. External reviews of model and protocols
	M6-M8
	

	9. Produce second set of model and protocol specifications
	M9-M9
	SAMLv2 draft profiles for attribute aggregation

	10. External review of model and protocols
	M10-M12
	


The first complete set of protocol specifications will be produced by the end of M8, and then the third version of the Conceptual Model and the first version of the Protocol Specifications will be sent out for external review
16. Evaluation Plan

There is nothing to report in this period
17. Quality Assurance Plan

There is nothing to report in this period or for the next one, since development will not start until year 2.
18. Dissemination Plan
	Timing
	Dissemination Activity

	M1
	Web site

	M1-3
	Requirements Questionnaire

	M4-20
	Attribute Aggregation conceptual model and protocol specification

	M12-25
	Conference and Workshop presentations


We have built the web site (http://sec.cs.kent.ac.uk/shintau), distributed the requirements questionnaire to plan, analysed the results, disseminated the results and the Conceptual Model, and already given 4 conference and workshop presentations as follows:

i) Presentation at EMC2 meeting in Prague, Sept 2007

ii) Presentation at Grid STP workshop, Nice, Sept 2007

iii) Presentation at e-Portfolio conference, Maastricht, Oct 2007

iv) Presentation at OGF meeting, Seattle, Oct 2007

19. Exit/Sustainability Plan

This is going better than originally planned. The most notable achievement is that we have received 4 years more funding under the EC FW7 Integrated Project TAS3, which is due to start January 1, 2008. Under this project we will continue the attribute aggregation work, extending it to distributed electronic patient records and distributed e-portfolios. This will be of benefit to JISC, the Shibboleth community and the grid community. Consequently in April 2008 George Inman will convert from a 2 year MSc programme to a 3 year PhD programme, and his field of research will be attribute aggregation in a wider context.
Appendixes
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Appendix A JISC Project Progress Reports Budget Template

	Directly Incurred

Staff 
	Current Year 2007 To 30 Sept 2007

	
	Carry Forward

(A)
	Year Budget

(B)
	Actual Expenditure (C)
	Variance

((A)+(B))-(C)

	George Inman
	£
	£12,000
	£6,884.94
	£5115.06

	Total Directly Incurred Staff (A)
	£
	£12,000
	£6,884.94
	£5115.06

	
	
	
	
	

	Non-Staff
	
	

	Travel and expenses
	£
	£4,000
	£1,759.78
	£2,240.22

	Hardware/software
	£
	£2,000
	£500.00
	£1,500.00

	Other
	
	£750
	£28.70
	£721.30

	Total Directly Incurred Non-Staff (B)
	£
	£6,750
	£2,288
	£4,462

	
	
	
	
	

	Directly Incurred Total (A+B=C)

(C)
	£
	£18,750
	£9,173
	£9,577

	
	
	
	
	

	Directly Allocated
	
	

	Staff
	£
	£12,700
	£0
	£12,700.00

	Estates
	£
	£1,695
	£??
	£??

	Directly Allocated Total (D)
	£
	£14,395
	£??
	£??

	
	
	
	
	

	Indirect Costs (E)
	£
	£8,558
	£??
	£??

	
	
	
	
	

	Total Project Cost (C+D+E)
	£
	£41,703
	£??
	£??

	Funds Received from JISC
	£
	£??
	£??
	£??

	Institutional Contributions
	£
	£??
	£??
	£??


Nature of Institutional Contributions

	Directly Incurred

Staff 
	
	
	
	

	Post, Grade & % FTE
	£
	£??
	£??
	£??

	Directly Incurred Non Staff
	
	
	
	

	Hardware/Software etc.
	£
	£??
	£??
	£??

	Directly Allocated
	
	
	
	

	Staff, Estates etc.
	£
	£??
	£??
	£??

	Indirect Costs
	
	
	
	

	Indirect Costs 
	£
	£??
	£??
	£??

	Total Institutional Contributions
	£
	£??
	£??
	£??
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