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1. Achievements over the Past 6 Months

1. Prof Chadwick attended the Internet 2 meeting in April and presented the three protocol mappings to the group. This group preferred the “thin IDWSF client” mapping, as did the Terena EMC2 group. Prof Chadwick then joined the Liberty Alliance Project and attended their working group meeting in Stockholm in July, in order to ask them to standardise the preferred “thin IDWSF client” mapping. He presented the “thin IDWSF client” protocol mapping to the LA meeting and good feedback was received from the LA experts, most notably that: the OASIS SAML group was going to add the LOA attribute that we needed so this standardisation was already underway; dynamic requests for attribute types (instead of using meta information) was also being considered as a new addition to the SAML protocol, so this should be achievable; but perhaps disappointingly, the LA group recommended using their Discovery Service protocol mappings as an alternative to the “thin IDWSF client”. This meant we would need to work on an alternative protocol mapping. (task 1.8)
2. We have now produced a Discovery Service protocol mapping and will progress this with the LA group to get their feedback, preferably by email, but perhaps by attending the next face to face meeting in Tokyo. (task 1.9)
3. The Linking Service has been built and is publicly available for testing at http://issrg-beta.cs.kent.ac.uk:8080/linkingservice/ (task 2.1 and 2.2)
4. We have produced a paper for submission to Computer magazine that describes federated identity management and the Shintau project. This is currently under peer review. (task 7.3)
5. We have built a standalone PERMIS server that can communicate using the OGF Authz protocols. This will be used as a back end for a Shintau service running on Apache. (tasks 3.1 and 4.1)
6. We have produced a design for the integration of Shintau with Cardspace and Liberty Alliance/SAML/Shibboleth protocols. Whilst we wont be able to build the Cardspace front end during the lifetime of the Shintau project, we will utilise funding received under the EC TAS3 project to build this front end as an alternative to the traditional Shibboleth authentication and authorisation process which will be produced under Shintau funding. (a new previously undocumented task)
7. We have signed a sub-contract with the University of Glasgow for them to pilot the Shintau service with at least 3 different Shibboleth Identity Providers. (task 6.1)
2. Project Outputs

D1.4 SAMLv2 profiles for attribute aggregation

D2.2 A new Linking Service that stores links for users
D3.1 An attribute aggregating CVS that is capable of validating signed and encrypted SAML attribute assertions received from multiple IdPs
D8.3 A paper for an international journal (IEEE Computer) publicizing the work
3. Issues
The work suffered a bit of a setback in July when the Liberty Alliance group suggested that we try the Discovery Protocol as an alternative to the “thin IDWSF client” protocol mapping. We have now produced this mapping and are in the process of taking it back to the LA group for comments and validation. This has necessarily delayed the implementation of the SP aggregation code.

4. Risk Analysis

As mentioned in the last progress report, the Internet 2 Shibboleth Java SP implementation is running years behind schedule and will not be completed in time for Shintau. Consequently we have produced a different design whereby Shibboleth will only be used for authentication and then attribute collection and aggregation will be done completely by PERMIS rather than by a modified Shibboleth SP. The benefits of this are that the entire code base can be developed in house, but the disadvantage is that more coding will be needed. However this is a manageable task which is under our control.
There is a risk that the Liberty Alliance Project will reject our Discovery Service Mapping protocol which will require yet more protocol mappings to be done. This will have a significant and unknown impact on the project. In order to counteract this possibility, the contingency strategy will be to build the aggregation service using our own extended versions of already-standardised protocols, as a proof of concept, and to deliver this to JISC at the end of the Shintau project. We will then continue the standardisation effort under funding from the EC TAS3 project, and will upgrade the proof of concept implementation to the standardised protocols once these have been agreed by Liberty Alliance.
5. Targets for the Next 6 Months

During the final 6 months of the project we propose to:

· get an agreement from Liberty Alliance as to the best protocol mapping to use for attribute aggregation (task 1.10) and produce the specification (task 1.11)
· extend the PERMIS credential validation service to be able to validate multiple credentials from multiple sources in multiple formats, recursively. (task 3.2)
· complete the aggregation service implementation (task 4.1)
· support Glasgow as it tests the aggregation service (tasks 6.2 and 6.3)
· write the final user documentation and make the first public open source release (task 7.2)
· produce final report to JISC (task 7.4).
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