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1. Installation Instructions

In order to use the ACM (Attribute Certificate Manager), first of all you need to install the Java Runtime Environment (JRE) or Java Software Development Kit (J2SDK) on your computer. You can download and install JRE (or J2SDK) version 1.4 or version 1.5 from java.sun.com. 

1.a Windows XP or Windows 2000

Unzip the downloaded ACM archive into your working directory (e.g. C:\myACM) then you will find that a new folder named acm is created under your working directory. To start the application you just run the acm.bat file in this folder (i.e. acm). 

The ACM User guide can be found from the Help menu in the ACM application window.

1.b Linux (the ACM has not been tested on other Unix environments)

Unzip the downloaded ACM archive into your working directory (e.g. $myACM) then you will find that a sub-directory named acm is created under your working directory. To start the application you just type in

 java -jar acm.jar 

from the command line under this directory (e.g. $myACM/acm).

The ACM User guide can be found from the Help menu in the ACM application window.

2. Acceptance tests

Test 1: Store an unsigned AC in the local filestore. 

This case is the simplest test case. You should be able to issue and store an unsigned AC on your local filestore.

1. Enter the Edit menu and choose “Preferences”. 

2. Deselect the “Digitally sign attribute certificates” checkbox

3. Click the “Accept” button. 

4. Enter the Certificate menu and choose “New...”. 

5. Add any new attribute contents to the attribute certificate, choose any date you prefer by clicking the “View Calendar...” button, choosing the “From” and “To” times from the drop-down listboxes. Also, you can optionally edit the holder's DN. For adding an attribute to the attribute certificate, click the “New...” button on the Attributes sub-window, choose one attribute and click the “OK” button. The “Please enter the permisRole attribute value” window will appear. Type an attribute value in the textbox and click the “Add” button. You can add some more attribute values to the current attribute. You can also remove some attribute values of the current attribute by choosing each attribute value in the list and clicking the “Remove” button. When you finish with the current attribute, click the “Accept” button. You can continue to add/remove/edit attributes by clicking the “New...”/”Remove”/”Edit...” button on the Attributes sub-window.

6. Click the “Generate and Save” button.

7. Click the “OK” button to the warning message.

8. Enter any Issuer DN e.g. CN=Me and click the “OK” button.

9. Select your local filestore (Select media: Disk) for storing the AC

10. Select the filename for the AC and click “Save” button.

Test 2: Store a signed AC in the local filestore

1. Enter the Edit menu and choose “Preferences”. 

2. Select the “Digitally sign attribute certificates” checkbox and select your PKCS#12 signing key from the browsing window.

3. Click the “Accept” button. 

4. Enter the Certificate menu and choose “New...” 

5. Add any new attribute contents to the attribute certificate, choose any dates you prefer and optionally edit the holder's DN. This step is the same as the step 5 in the test 1.

6. Click the “Generate and Save” button. 

7. Enter your password for the PKCS#12 signing key and click the “OK” button.

8. Select your local filestore (Select media: Disk) for storing the AC.

9. Select the filename for the AC and click the “Save” button.

Test 3. Modify an AC stored in Kent’s LDAP directory and save it to the local filestore

1. Enter the Edit menu and choose “Preferences”. 

2. Select the “Digitally sign attribute certificates” checkbox and select your PKCS#12 signing key from the browsing window.

3. Click “Test Connection” to make sure that you have a connection to Kent's LDAP directory i.e. ldap://sec.cs.kent.ac.uk/c=gb. (Note that the release comes preconfigured with the details of Kent’s LDAP directory)

4. Click the “Accept” button. 

5. Enter the Certificate menu and choose “Edit existing...”

6. In the Select media window, choose “LDAP Directory”.

7. Browse through the Kent LDAP directory to find an AC. (For example, navigate to CN=A PERMIS Test User,O=PERMISv5,C=GB, double click on one of the ACs in that entry)

8. You can check the contents of the selected AC by double clicking on it, click on the fields of the selected AC, and looking in the window below.)

9. Click on the Load button. This loads the AC into the ACM tool.

10. Modify the content of the attribute certificate. This step is the same as the step 5 in the test 1.

11. Click the “Generate and Save” button.

12. Enter your password for your PKCS#12 signing key and click the “OK” button.

13. Select the filestore (Select media: Disk) for storing the AC.

14. Select the filename for the AC and click “Save” button.

Test 4. Store an AC in your local LDAP

You can configure the LDAP server that you want to store ACs on via the Configuration window. Note that you need to have write permission for storing ACs to the LDAP server and a correct AC LDAP type (attributeCertificateAttribute or attributeCertificateAttribute;binary), which is dependent on the LDAP server that you use. One important thing is your LDAP schema must be configured so that Attribute Certificates can be stored in it (if your LDAP schema has not been configured for storing AC attribute then you need to follow the instruction in the appendix of this document for configuring your LDAP schema).

1. Enter the Edit menu and choose “Preferences”. 

2. In the LDAP URL textbox, type your LDAP's URL and in the AC LDAP Type textbox, type your LDAP's AC type.

3. Click “Test Connection” to make sure that you have a connection to your LDAP server.

4. Click the “Accept” button. 

5. Enter the Certificate menu and choose “New...”, the “Management Tool” window will appear.

6. On the “Management Tool” window, click the “Browse Directory...”, navigate and choose an entry that you want to issue an AC to.

7. Double click on the entry and click the “Accept” button.

8. Add any new attribute contents to the attribute certificate and choose any dates you prefer. This step is the same as the step 5 in the test 1.

9. Click the “Generate and Save” button.

10. Enter your password for the PKCS#12 signing key and click the “OK” button.

10. Select your LDAP directory (Select media: LDAP Directory) for storing the AC.

11. Type a pair of username/password in the “Login” and the “Password” textboxes and click the “Save” button.

12. In the “Confirm” window, click the “No” button for finishing the current process.

Test 5: Issue a policy AC. 

1. Enter the Edit menu and choose “Preferences”. Choose your signing key. (Optionally complete the LDAP URL and AC LDAP Type if you want to store the policy AC in your LDAP directory). 

2. Click the “Accept” button. 

3. Enter Certificate menu and choose “New...” and the “Management Tool” window will appear.

4. In the Attributes sub-window, click the “New...” button, choose the “PMI XML Policy” and click the “OK” button. 

5. In the policy edit window, you can type in and edit your policy. Alternatively you can load an existing PERMIS XML policy text file, and edit this. When you have finished editing your policy, you can verify the policy by clicking the “Verify XML” button and then click the “OK” button to finish the editing process.

6. Choose any dates you prefer. The holder's DN should be your DN i.e. the DN in your public key certificate (the holder's DN associated with the provided PKCS#12 key in the archive (i.e. permisv5.p12) is “CN=A Permis Test User, O=PERMISv5, C=GB”).

7. Click the “Generate and Save” button.

8. Enter your password for your PKCS#12 signing key and click the “OK” button.

9. Select the media that you want to use for storing the policy AC. If you want to store it to a LDAP directory, you need to type a username and a password in the “Login” and the “Password” textboxes.

10. Click the “Save” button to save the AC.

Test 6: ACs with extensions. 

You should be able to issue ACs with some standard extensions (three standard extensions are supported at the moment: NoAssertion, BasicAttributeConstraints and AttributeAuthorityInformationAccess. The last extension will be tested in the next test case). You can select the two former extensions from the “Delegation Options” window.

1. Enter the Edit menu and choose “Preferences”, edit the informationlike the above test cases.

2. Click the “Accept” button. 

3. Enter Certificate menu and choose “New...” and the “Management Tool” window will appear. 

4. Add any new attribute contents to the attribute certificate and choose any dates you prefer. This step is the same as the step 5 in the test 1. Click the checkbox in the “Extensions” sub-window of the “Management Tool” window and the “Delegation Options” window will appear. If this checkbox is checked, the BasicAttributeConstraints extension is always inserted into the attribute certificates. In the “Delegation Options” window, if you click the “Allow to delegate and ALLOW to use the attribute(s)” radio button, the NoAssertion extension would NOT be inserted into the attribute certificate. On the other hand, if you click the “Allow to delegate and FORBID to use the attribute(s)” radio button, the NoAssertion extension would be inserted into the attribute certificate. In the “How deep in the hierarchy can the holder delegate this (these) attribute(s)” textbox, you can type in the delegation depth for the BasicAttributeConstraints extension. After typing a number (0, 1, 2, ...) in the textbox, if you press Enter on your keyboard, the window would display a figure that illustrates the delegation chain. Click the “Accept” button.

5. Click the “Generate and Save” button.

6. Enter your password for the PKCS#12 signing key and click the “OK” button.

7. Select the media that you want to use for storing the policy AC. If you want to store it to a LDAP directory, you need to type a username and a password in the “Login” and the “Password” textboxes.

8. Click the “Save” button to save the AC.

Test 7: AttributeAuthorityInformationAccess extension (AAIA extension). 

You can select inserting the AAIA extension into the issued AC from the Configuration window.

1. Enter the Edit menu and choose “Preferences”. Edit the information as in the above test. Click on the radio button “Yes” in the Attribute Certificate Extensions sub-window. The AAIA extension will be inserted into the attribute certificates. 

2. Click the “Accept” button. 

3. Enter Certificate menu and choose “New...”. 

4. Edit the content of the attribute certificate and choose any dates you prefer. This step is the same as the step 5 in the test 1.

5. Click the “Generate and Save” button.

6. Enter your password for the PKCS#12 signing key and click the “OK” button.

7. Select the media that you want to use for storing the policy AC. If you want to store it to a LDAP directory, you need to type a username and a password in the “Login” and the “Password” textboxes.

8. Click the “Save” button to save the AC.

Test 8: Issue an AC via the DIS. 

This test needs to have an installed DIS. You can choose to issue ACs via the DIS in the Configuration window. You should receive a message that shows the issuing result for each AC. If you have enough privileges to issue an AC according to the delegation policy in the DIS, then the requested AC should be issued and stored by the DIS. If you do not have enough privileges, you will receive an error message.

1. Enter the Edit menu and choose “Preferences”. Edit the information as in the above test cases. Select the “Use Delegation Issuing Service” checkbox and enter the URL of your DIS service in the  textbox on the right hand side (https://129.12.16.100:8443/axis/services/DIS for example).

2. Click the “Accept” button. 

3. Enter Certificate menu and choose “New...”. 

4. Edit the content of the attribute certificate and choose any dates you prefer. This step is the same as the step 5 in the test 1.

5. Click the “Generate and Save” button.

6. Enter your password for the PKCS12 signing key and click OK

7. You will receive a window that shows the result of the issuing AC.

3. Trouble shooting

Firstly, you need to make sure that you can connect to the LDAP (by testing the LDAP connection in the Configuration window) and have permission to write to the LDAP. Secondly, make sure that you have the correct password for your PKCS#12 signing key.

Try to issue an unsigned AC and store it on your local filestore. This step should work. If it does not work then you need to check your Java runtime environment on your computer. After this step, you need to try to issue a signed AC and store it on your local filestore. If this step does not work then you need to check your signing key and your password for the signing key. Try to modify an AC stored in Kent's LDAP directory and store the new AC on your local filestore. If it does not work for you then you need to check the connection from your computer to the Kent's LDAP directory. The next step is trying to store an AC to your configured LDAP. If it does not work then you need to double check the LDAP URL, the AC LDAP Type (attributeCertificateAttribute or attributeCertificateAttribute;binary) in the Configuration window and your permission to write to your LDAP. If it still does not work, contact your LDAP administrator to confirm that the LDAP schema is configured to be able to store AC attribute.

Some problems may arise if you use the Microsoft Window environment. Please make sure that in the Java configuration file $JAVA_HOME\jre\lib\security\java.security, you add a line in it: 

security.provider.n=iaik.security.provider.IAIK 

where n = (the largest value in your current list) + 1

This line should be immediately after all the other security.provider lines.

For issuing ACs via an installed DIS, you have to make sure that the DIS's URL is correct (in the Configuration window). 

4. Appendix

Modifying The LDAP Schema For Storing AC Attributes

We assume you already have a standard LDAP directory installed and configured. You need to add the ‘attributeCertificateAttribute’ attribute and the ‘pmiUser’ objectClass to the core.schema file. This file may be installed on your harddisk when you installed your LDAP server and it should be in your LDAP folder.

The ‘attributeCertificateAttribute’ attribute needs the following:

1. Name: attributeCertificateAttribute

2. OID (object identifier): 2.5.4.58

3. Syntax: Binary

The X.509 standard defines 'attributeCertificateAttribute’ as shown below:

attributetype (2.5.4.58 NAME 'attributeCertificateAttribute'
DESC 'A binary attribute certificate'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
)

IMPORTANT NOTE. Some LDAP servers may require 

SYNTAX 1.3.6.1.4.1.1466.115.121.1.8 

in the above definition.


After creating the attribute ‘attributeCertificateAttribute’ we are now ready to create the objectClass pmiUser. The pmiUser objectClass needs the following:

1. Name: pmiUser

2. OID (object identifier): 2.5.6.24

3. Parent: top

4. Required Attributes: - (NONE)

5. Optional Attributes: attributeCertificateAttribute

The X.509 standard defines 'pmiUser' as shown below:

objectclass (2.5.6.24 NAME 'pmiUser'
SUP organizationalPerson
DESC 'A pmi entity that can contain X509 ACs'
MAY (attributeCertificateAttribute $ cn $ email $ uid)
)

Note that you can only store AC attributes in an entry if this entry contains the pmiUser objectClass so you need to make sure that the entries that you want to store ACs in have the pmiUser objectClass. This configuration is activated by re-starting your LDAP server.



