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Introduction
The PERMIS Directory Bulk Loader (DBL) is a program that searches an LDAP directory for entries belonging to a particular object class, retrieves their LDAP distinguished names, and then adds X.509 attributes certificates (ACs) into these entries. It is thus a fast way of allocating X.509 attribute certificates to large numbers of users.

All of the parameters that are required for the DBL program are configurable, as described later.

The program requires Java 2 Standard Edition (J2SE 1.4.2), Java Secure Socket Extensions (JSSE - jsse-1_0_3_02-gl.zip), Java Naming and Directory Interface (JNDI - jndi-1_2_1.zip) and LDAP Service Provider (ldap-1_2_4.zip).  All these packages are available for download from Sun Microsystems website, http://java.sun.com/ and they should be installed in accordance with the supplied instructions to make sure that the packages function correctly.  In particular the Java Runtime Environment directory ..\lib\ext should be checked to ensure that it contains all the following files:

jaas.jar

jcert.jar 

jndi.jar 

jnet.jar 

jsse.jar

ldap.jar

ldapbp.jar

Installing the PERMIS Directory Bulk Loader

DBL is supplied as a compiled java class file. It requires both the Privilege Allocator API class and the IAIK security provider class to be present on the class path, as it uses both of these. 

1)
Download the IAIK Java Cryptography Extension toolkit (iaik_jce_full.jar)from http://jce.iaik.tugraz.at/sic/products/core_crypto_toolkits/jca_jce. It should be noted that the site requires users to register.  However, registration is free for academics and research purposes.

Using jar or some other unzipping utility extract the files into some convenient empty directory.  Alternatively the files can be placed in the Java Runtime Environment directory ..\lib\ext; this will mean that the relevant classpath (refer to section 6.a) does not have to be set.
2)
Download the file dbldemo.zip from http://sec.cs.kent.ac.uk/permis/downloads/Level1/bulkLoader.shtml 
Using jar or some other unzipping utility extract the files into some convenient empty directory.

This file contains both the DBL and the Privilege Allocator API class files.

3)
Unpack the DBL by typing jar -xf dbldemo.zip (or unzip it with a WinZIP) whilst in the download directory. This directory should then contain the following files:

doc
A directory containing the javadoc of the api.

Demo.java
An example that can be compiled and used to demonstrate the generation of an attribute certificate for the user specified by user1.crt.  The keystore.pa file is also required for the demonstration to run.

bulkloader.jar
The classes for the bulkloader and the issrg.api.PA class.

keystore.pa
A sample keystore containing the private key and x509 public key certificate of the AC issuer.

permis.p12
An example PKCS#12 formatted file, password l3tM3InNow.


Note the first character of the password is a lower case letter l, not the number one.

user1.crt
Public key certificate file.

config.txt
Sample configuration text file.

4)
Obtain an X.509 public key certificate and corresponding private key and export them into a PKCS#12 formatted file e.g. fredBloggs.p12. Note an example of this is provided, permis.p12.

5)
Ensure that your LDAP directory is configured with the PMI schema described below

6)
To run the bulk loader you need to know three paths in your file system.

a)
The classpath of the IAIK toolkit (iaik_jcefull.jar) e.g. /opt/iaik/iaik_jcefull.jar

b)
The classpath of the bulkloader.jar file e.g. /home/ed/demo

c)
The path to your configuration file e.g. /home/ed/demo/config.txt

7)
Edit the DBL configuration file (config.txt) to suit the LDAP server in which your attribute certificates will be loaded (see below)

8)
Run the bulkloader:

java –cp [IAIKclasspath];[bulktest.jar classpath] issrg.api.PALoader [configuration file classpath]

for example:

java -cp C:\B\iaik_jce_full.jar;c;\B\bulktest.jar issrg.api.PALoader C:\B\config.txt

Note that the command lines given above are for use on windows based machines.  If a linux machine is used the semicolons separating classpaths should be replaced by colons.

You will be prompted first for the ldap manager password, and then for the P12 file password.

After this DBL will automatically search for entries of the specified object class and populate each of these entries with an attribute certificate according to the DBL configuration file.

PERMIS Directory Bulk Loader Configuration File

The DBL is configured using a text configuration file in which each line has the format 

[Keyword] value

Each keyword is enclosed in square parentheses, and the value of the parameter follows this.  All keywords are mandatory and no default values exist for any of them.  White space is used to delimit items, except inside double quotation marks, which are used when a space is part of the configuration parameter, e.g. "cn=Manager, c=gb".

Any white space is valid for use as a delimiter so the entry 

[LdapAddress]

"127.0.0.1" 
is equally acceptable.  The order of the keywords is unimportant.

The following keywords must be provided. They have the following meanings:

[LdapAddress]
The IP address of your LDAP directory server, e.g. "127.0.0.1" or its DNS name e.g. ldap.salford.ac.uk.

[LdapPort]

The port number of your LDAP server, e.g. 389 

[ManagerDN]
The LDAP Distinguished Name of the user who has write access to your LDAP server e.g. "cn=Manager, c=gb". The program will prompt for this user’s password when it starts up. Simple authentication (UN/PW) will be used to connect to the LDAP server.

[SearchRoot]
The first entry in your LDAP tree, from which to start searching for entries e.g. c=gb.

Note that it currently isn’t possible to search from the root of the DIT ( i.e. a DN of null is not allowed. ).

[ObjectClass]
The object class of the entries to be searched for e.g. manager. An attribute certificate will be created for users who have this object class

[AttributeOID]
The object identifier of the attribute to be added to the attribute certificate e.g. "1.2.3.4". This will typically be a role attribute type. 

[AttributeValue]
The value of the attribute (i.e. role value) to be added to the attribute certificate e.g. manager

[SerialNo]
The serial number to insert in the first attribute certificate created during this run of the DBL e.g. 1000. This number will be automatically incremented for second and subsequent attribute certificates created during the same run.

[MonthsToLive]
The time in months that the attribute certificate is valid for.

[KeyStore]
This is the path name of the P12 file containing the private key and public key certificate of the attribute certificate issuer, 

e.g.  /home /ed /Desktop /pa/test/permis.p12. This private key will be used to sign the attribute certificates. The program will prompt for the password needed to unlock the P12 file when it starts up. 

An example configuration file is as follows:

[LdapAddress] "127.0.0.1"

[SearchRoot] "C=gb"

[LdapPort] 389

[ManagerDN] "CN=david"

[Objectclass] pmiUser

[AttributeOID] "1.2.3.4"

[AttributeValue] abcdefg

[SerialNo] 1000

[MonthsToLive] 12

[KeyStore] "permis.p12"

LDAP PMI Schema 

In order to add X.509 attribute certificates to your LDAP directory, each entry must be of object class pmiUser. This allows the entry to have an X.509 attribute certificate added to it. The LDAP PMI schema is defined as follows

Attribute Certificate Attribute Type 

( 2.5.4.58 NAME 'attributeCertificateAttribute' 

DESC 'attribute certificate use ;binary' 

SYNTAX 1.3.6.1.4.1.1466.115.121.1.8 )

 

PMI User Object Class 

( 2.5.6.24 NAME 'pmiUser' 

DESC 'an X.509 AC user' 

SUP top AUXILIARY  

MAY attributeCertificateAttribute )
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