Note for Beta PERMISv4 and OpenPermisv4 releases

	Version
	Date
	Remark

	0.1
	8/1/2007
	First Draft by George

	0.2
	18/01/2007
	Minor changes by Gansen to clarify the examples


This document aims both to introduce the PERMIS, Open PERMIS and Simple PERMIS Version 4 releases and to demonstrate how to modify PERMIS Version 3 policies to work with these new releases.   

The main difference between the two sets of releases that we now offer is that the V4 packages use a slightly different policy format and parser that is no longer compatible with older releases of PERMIS software or policies. This change has been made in response to user requests to allow the use of white space characters in action names stored in the Target Access Rules.

Please note that existing PERMIS Policies are not compatible with the V4 release.

In previous releases the action name list of a Target Access Rule was split according to the position of a white space character e.g. The actions “Action1” and “Action2” would have been stored as “<Target Actions="Action1 Action2">” preventing the use of action names that used white space characters e.g. “Action 1” would be parsed as two actions “Action” and “1”. 

In order to fix the problem without limiting usable characters the following rules have been implemented.

Action Spaces Rules:

1. The comma character “,” is now considered a separator.

2. Two comma characters “,,” are considered a single comma, which is not a separator.

3. If a comma “,” that is a separator is followed by a white space character, then the white space character will be removed when parsing in a set of action names.
The first rules states that a single comma is considered a separator instead of the previous white space character e.g. “Action0 Action1” in the previous scheme (denoting “Action0” and “Action1”) now becomes “Action0,Action1” instead of “Action0 Action!” in the previous scheme. The second rule allows for the use of commas in Action rules e.g “Action,0 Action1” in the previous scheme (denoting “Action,0” and “Action1”) now becomes “Action,,0,Action1”. The third rule allows for the use of commas at the beginning of action names e.g. “Action0 ,Action1” in the previous scheme (denoting “Action0” and “,Action1”) now becomes “Action0, ,,Action1”.

In order to use an old Policy with the new beta releases you should alter the Target node of the Target Access Policy within the main PERMIS Policy shown below:

<TargetAccessPolicy>

<TargetAccess>

<RoleList>

<Role Type="permisRole" Value="Role0"/>

</RoleList>

<TargetList>

<Target Actions="Action0 Action1">

<TargetDomain ID="TargetDomain1"/>

</Target>

</TargetList>


</TargetAccess>

</TargetAccessPolicy>

The rules should then be applied to the Actions parameter, in the above example this would equate to:

<TargetAccessPolicy>

<TargetAccess>

<RoleList>

<Role Type="permisRole" Value="Role0"/>

</RoleList>

<TargetList>

<Target Actions="Action0,Action1">

<TargetDomain ID="TargetDomain1"/>

</Target>

</TargetList>


</TargetAccess>

</TargetAccessPolicy>

Please note that there is no need to change the Action policy

