SAAM Debug Information
	Release Number
	Date
	Comments

	1.0
	3rd August 2006
	Initial release

	1.1
	24th October 2006
	Update for log4j logging and XML policies

	1.2
	6 August 2008
	Using the o=permisv5,c=gb entry in the Kent ldap


Introduction

The PERMIS Shibboleth Apache Authorisation Module (SAAM) is essentially an Apache module that uses PERMIS to control access to websites that use either Apache or Shibboleth to provide user authentication. 
When you are installing SAAM on your machine along with Shibboleth and the Apache server, or only along with the Apache server without, you might encounter problems if systems are not correctly configured. In this case, you can read the files $APACHE_HOME/logs/mod_permis.log and $APACHE_HOME/logs/permis.log to find some debug information about the errors. These errors are common to both SAAM Shibboleth users and SAAM Apache users. 

Error information in the Apache error log
(1) 

"[notice] child pid XXXX exit signal Segmentation fault (11)"
If you get a segmentation fault in Apache, please make sure you recompile the mod_permis_src source code to get the binary mod_permis Apache module on your machine, this may solve the problem.  
(2) 

If the Apache server couldn’t start up, please make sure that the files saam.jar, iaik_jce.jar, axis.jar and log4j-1.2.13.jar have readable permissions to everyone. If not, please run the following command to change their permissions:

chmod 644  *.jar 
Error information in mod_permis.log
(1)

 [mod_permis] -INFO - JNI_CreateJavaVM failed, returned value -1
This error message indicates that your Java virtual machine is not correctly configured to your Apache server. You may need to check that the following command is correctly executed.

  export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:$JAVA_HOME/jre/lib/i386/client:$JAVA_HOME/jre/lib/i386 

  Then you need to make sure you have correctly set PermisJavaClass in httpd.conf: 

 PermisJavaClass ".:JAVA_HOME/jre/lib/ext/saam.jar:JAVA_HOME/jre/lib/ext/iaik_jce.jar"
(2) 
[mod_permis] -INFO - Class ShibPermisRBAC was not found
If you see this error message, then you need to make sure that saam.jar is correctly placed in <JAVA_HOME/jre/lib/ext>.
Other debug information in mod_permis.log
The following debug information is not about errors, it is only informational, it provides some information from within the mod_permis module. 

(1)

[mod_permis] -INFO- mod_permis is loaded successfully

This information tells you that the module has been loaded correctly.
(2)

[mod_permis] -INFO- Target URL = http://129.12.16.191/secure4 

This information tells you the URL that you are trying to access.
(3)

[mod_permis] -INFO- Authentication type = Basic 

This information tells you the type of Authentication that Apache has used.
(4)  
[mod_permis] -DEBUG-  PolicyID = 1.2.826.0.1.3344810.6.0.0.11;  PolicyIssuer = cn=A Permis Test User,o=permisv5,c=gb;

PolicyLocation = ldap://sec.cs.kent.ac.uk; RootCA = /usr/local/apache2/conf/cacert.cer
This information tells you your configurations for SAAM. 

(5)
[mod_permis] -DEBUG- dc->bPermisAuth = 1, dc->bPermisUsePull = 1*
& 
[mod_permis] -DEBUG- Pull Mode selected

These statements tell you that SAAM is working in pull mode. 

(6)
[mod_permis] -DEBUG- dc->bPermisAuth = 1, dc->bPermisUsePull = -1*
&

[mod_permis] -DEBUG- Push Mode Selected
These statements tell you that SAAM is working in push mode. 
(7)
[mod_permis] -DEBUG-  Found 13 attributes; a list of the attributes is stored at ðìk 

This statement tells you that shibboleth has sent 13 attributes that will be pushed to the SAAM.
(8)
[mod_permis] -DEBUG- Calling Permis 
This statement tells you that the PERMIS SAAM module is being called.
(9)
[mod_permis] -DEBUG- Number of attributes sent 13 

This statement tells you that mod_permis has sent 13 shibboleth attributes to the SAAM.
(10)  
[mod_permis] -DEBUG- attribute (1) = shib:permisRole=Role0 
...

[mod_permis] -DEBUG- attribute (13) = shib:Accept=*/*

This set of statements is a string representation of each of the attributes sent by shibboleth to mod_permis.
(11)
[mod_permis] -DEBUG- ACLocation 0: ldap://sec.cs.kent.ac.uk/c=gb*** 

This information tells you that an additional AC Location has been defined and its location.
(12)
[mod_permis] -DEBUG- DN = cn=User0,o=PERMISv5,c=gb 

This information tells you the user’s distinguished name.
(13)
[mod_permis] -INFO - Authorising user from https://example.org/shibboleth
&
[mod_permis] -DEBUG- User from https://example.org/shibboleth
This information tells you where the user has been authenticated.
(14)
[mod_permis] -DEBUG- Action = GET 

This information tells you what action is to be performed on the protected resource

(15)
[mod_permis] -DEBUG- Parameter (1) = 1.2.826.0.1.3344810.6.0.0.11
This Parameter value tells you the policy’s OID.
(16)
[mod_permis] -DEBUG- Parameter (2) = A Permis Test User,o=permis,c=gb 

This Parameter value tells you the policy’s SOA

(17)
[mod_permis] -DEBUG- Parameter (3) = ldap://sec.cs.kent.ac.uk

This Parameter value tells you the policy’s location.
(18)
[mod_permis] -DEBUG- Parameter (4) = attributeCertificateAttribute 

This Parameter value tells you what format the system will use to look for X.509 certificates.
(19)
[mod_permis] -DEBUG- Parameter (5) = /etc/apache/conf/cacert.cer

This Parameter value tells you where the system will look for the Root CA’s X.509 certificate.
(20)
[mod_permis] -DEBUG- Parameter (6) = DEBUG 
This Parameter value tells you what debug level the system will use.
(21)
[mod_permis] -DEBUG- Parameter (7) = userCertificate;binary 

This Parameter value tells you what format the system will use to look for X.509 PKC attributes

(22)  
[mod_permis] -INFO- Decision returned: Permit 

This information tells you that your access request is granted by SAAM.
(23)
[mod_permis] -INFO- Decision returned: Deny 

This information tells you that your access request is denied by SAAM.
(24)
[mod_permis] -INFO- Decision returned: Http Declined
This information tells you that there was a problem with the request and PERMIS couldn’t make a decision.

Error information in permis.log

(1) 

2006 Oct 24 16:43:24 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Creating a RepositryACPolicyFinder

2006 Oct 24 16:43:25 [issrg.shibboleth.ShibPermisRBAC] -ERROR- Failed to initialise:  Could not initialise
2006 Oct 24 16:43:25 [issrg.shibboleth.ShibPermisRBAC] -ERROR- issrg.pba.PbaException: Could not initialise
This log output means that there has been a problem loading your policy from LDAP and could be caused by several possible reasons. 
a.) Some LDAP systems support, but some don’t support the LDAP name suffix. So in the following directive in httpd.conf:  

  
PermisPolicyLocation ldap://sec.cs.kent.ac.uk 

  try to add the suffix (for the Kent LDAP, it is /c=gb) to it (i.e. ldap://sec.cs.kent.ac.uk/c=gb).   
b.) You have not correctly specified the Policy ID in the following directive in httpd.conf: 

PermisPolicyIdentifier 1.2.826.0.1.3344810.6.0.0.11 

c.) You have not correctly specified the Policies SOA in the following directive in httpd.conf
PermisPolicyIssuer cn=A Permis Test User,o=permisv5,c=gb

(2)

2006 Oct 24 16:43:24 [issrg.shibboleth.ShibPermisRBAC] -ERROR- Creating a SimplePERMISPolicyFinder [c:/policy1.xml]
2006 Oct 24 16:43:24 [issrg.shibboleth.ShibPermisRBAC] -ERROR- Failed to initialise:  c:\java.xml (The system cannot find the file specified)
This error means that the path to the XML policy file has not properly been set in the PermisPolicyLocation directive or that the system cannot access the file.
(3)
2006 Oct 24 16:43:24 [issrg.shibboleth.ShibPermisRBAC] -ERROR- In order to use LDAP the SOA must be set
This error means that the PermisPolicyIssuer directive in the httpd.conf file must be set to the policy’s issuer in order to load the policy from LDAP
(4)

2006 Oct 24 16:43:24 [issrg.shibboleth.ShibPermisRBAC] -ERROR- In order to use LDAP the OID must be set
This error means that the PermisPolicyIdentifier directive in the httpd.conf file must be set to the policy’s unique identifier in order to load the policy from LDAP
(5)

2006 Oct 24 16:43:24 [issrg.shibboleth.ShibPermisRBAC] -ERROR- Policy location : 1 failed: Couldn't connect to the specified repository: ldap://sec2.cs.kent.ac.uk
2006 Oct 24 16:43:24 [issrg.shibboleth.ShibPermisRBAC] -ERROR- issrg.pba.rbac.BadURLException: Couldn't connect to the specified repository: ldap://sec2.cs.kent.ac.uk
This error means that the specified LDAP policy location is either incorrect or unreachable.
(6)

2006 Oct 24 16:43:24 [issrg.shibboleth.ShibPermisRBAC] -ERROR- Target out of domain: Target is out of target domain
issrg.pba.rbac.policies.TargetOutOfDomainException: Target is out of target domain

at issrg.shibboleth.ShibPermisRBAC.permisAuth(ShibPermisRBAC.java:556)

at debug.main(debug.java:48)
2006 Oct 24 16:43:24 [issrg.shibboleth.ShibPermisRBAC] -ERROR- Decision returned: DECLINED
This error means that the requested target URL is not protected by the PERMIS policy.

(7)

2006 Oct 24 16:43:24 [issrg.shibboleth.ShibPermisRBAC] -ERROR- Failed to load PKC from [c:/apache/conf/rootca.cer]

java.io.FileNotFoundException: c:\apache\conf\rootca.cer (The system cannot find the file specified)
This error means that the CA certificate set in the PermisRootCA directive cannot be found on the file system

(8)
2006 Oct 24 16:43:24 [issrg.shibboleth.ShibPermisRBAC] -ERROR- Invalid input: Unacceptable Action for this Policy: GET
issrg.pba.PbaException: Unacceptable Action for this Policy: GET

at issrg.shibboleth.ShibPermisRBAC.permisAuth(ShibPermisRBAC.java:561)

at debug.main(debug.java:48)
This error means that the Action to be performed on the protected target has not been defined in the PERMIS Policy

(9)
2006 Oct 24 16:43:24 [issrg.shibboleth.ShibPermisRBAC] –WARN- issrg.security.PKCRepository - could not find a security class
2006 Oct 24 16:43:24 [issrg.shibboleth.ShibPermisRBAC] –WARN- Failed to set up security: Security classes are missing
These errors mean that one of the security classes needed for signature verification could not be found by the system if this error occurs please replace the saam.jar with another version from the website.
(10)

2006 Oct 24 16:43:24 [issrg.shibboleth.ShibPermisRBAC] –WARN- PermisRBAC failed to initialise

This error means that there was a problem initialising the PERMIS decision engine. This is often due to problems loading a policy file and usually appears in conjunction with other error messages displayed earlier in the log.

(11)

2006 Oct 24 16:43:24 [issrg.shibboleth.ShibPermisRBAC] –WARN- TargetDN is a bad URL
This error means that there was a parsing error when processing the target URL

Other debug information in permis.log

The following debug information is not about errors, it is only informational, it provides some information from within the SAAM Java module. 
(1)
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -INFO - *** NEW DECISION REQUEST ***

This log statement marks the beginning of the log for each individual decision request

(2)
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -INFO - originURL: https://129.12.16.160/shibboleth

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -INFO - userDN: cn=User0,o=PERMISv5,c=gb

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -INFO - action: GET

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -INFO - targetDN: http://129.12.16.191/secure3

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Push mode selected

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Pull mode: false

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Number of Creds recieved: 2
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- creds 1 is: shib:User-Distinguished-Name=cn=User0,o=PERMISv5,c=gb

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- creds 2 is: shib:attributeCertificateAttribute=

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- No AC Locations were provided

These log statements display information about the parameters sent to the SAAM JAR by the mod_permis apache module.
(3)
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -INFO - ShibPermisRBAC v3.14.13

This log statement displays the version number of the SAAM module you are using.

(4)
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Recieved Policy Details

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- SOA : null

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- OID : null

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Policy Location : C:/apache/conf/policy1.xml

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- PKC certificate location: null

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- AC Attribute :  attributeCertificateAttribute

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- PKC Attribute : userCertificate;binary
These log statements display the initial variables used to initialise the permis decision engine. 

(5)
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- XML policy is being used

or

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- AC policy is being used
This log statement tells you what type of policy file you are using.
(6)
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- NO PKC certificate has been found so Cryptography will not be used

This log statement informs you that a CA certificate couldn’t be found and therefore Signature verification cannot be performed on attribute certificates.

(7)
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Checking for security classes
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Security Classes loaded
These log statements allow you to check that the security classes have been loaded properly if there are any problems an error message will be shown at this point.

(8)
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Setting AC attribute

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- AC attribute set

These log statements allow you to check that the AC attribute has been set properly if there are any problems an error message will be shown at this point.

(9)
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Setting PKC attribute

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- PKC attribute set

These log statements allow you to check that the PKC attribute has been set properly if there are any problems an error message will be shown at this point.

(10)
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- pACLoS length =0

This log statement shows the number of locations which SAAM can use to pull ACs from in pull mode.

(11)
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Policy location: loaded

This log statement states that the policy location exists and has been loaded into the system. 

(12)
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Initalising Cryptography

2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Root CA set
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Cryptography Initalised
These log statements allow you to check that Cryptography has been set properly if there are any problems an error message will be shown at this point.

(13)
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- No Root CA specified - assuming no signature verification

This log statement tells you that cryptography cannot be used because no PKC certificate has been supplied for the Root Certificate Authority used to sign the certificates used in the decision request.

(14)
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Creating a SimplePERMISPolicyFinder [C:/apache/conf/policy1.xml]

or
2006 Oct 24 15:38:51 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Creating a RepositryACPolicyFinder
This log statement states that the policy is being loaded prior to the initialisation of the decision engine.

(15)
2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Creating the Decision Engine

2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- logging enabled

2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- PolicyFinder loaded

2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- clock set

2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- Setting up Token Parser

2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- Token Parser Configured

2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- Configuring repository

2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- Repository configured

2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Success the Decision Engine has been created

These log statements allow you to check that the decision engine has loaded properly if there is a problem then the system will output an error at this point. 

(16)
2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Authorise called - setting up the decision for the PDP

This log statement tells you that initialision of the system has completed and the decision request can now be processed

(17)
2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Creating Permis Target

2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Permis Target Created

These log statements tell you that a Permis target Object has been created from the target URL sent from mod_permis.

(18)
2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- TargetDN: http://129.12.16.191/secure3

2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- OriginURL: 129.12.16.160

2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- UserEntry:CN=User0,O=PERMISv5,C=gb
2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Going to PUSH the following: 

2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- getCreds called with the following parameters:

2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Subject DN:CN=User0,O=PERMISv5,C=gb

2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- There are 3 creds

2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- [attribute [User-Distinguished-Name] has not been found in the PERMIS role hierarchy policy]
2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- [attribute [attributeCertificateAttribute] will be parsed by the PERMIS CVS]
2006 Oct 26 19:05:14 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- [Authorisation Token issued by 129.12.16.160 to CN=User0,O=PERMIS,C=gb]<role permisRole: Role0 (-oo; +oo)>
These log statements tell you what parameters are going to be sent to the decision engine’s getCreds method. All shibboleth attributes except for attribute certificates are parsed before getCreds is called so the log output for each credential may take one of three potential values. A shibboleth attribute that has not been found in the role hierarchy will contain a null value and the log will state that the attribute couldn’t be found. A shibboleth attribute that has been found in the Role hierarchy will output a String representation of the Authorisation Token produced by the parser. Finally an attribute certificate value will output a message stating that its value will be parsed by the getCreds method. Some shibboleth attributes will contain multiple values and each value is parsed as a new Credential 
(19)
2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- getCreds received: 

2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- SubjectDN: CN=User0,O=PERMISv5,C=gb

2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- Creds: [Ljava.lang.Object;@10a3b24

2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- [CN=User0,O=PERMIS,C=gb Authorisation Token issued by 129.12.16.160 to CN=User0,O=PERMISv5,C=gb] <role null: null (-oo; +oo)>

2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- [CN=User0,O=PERMISv5,C=GB Authorisation Token issued by CN=A Permis Test User,O=PERMISv5,C=GB to CN=User0,O=PERMISv5,C=GB] set of subsets [<role permisRole: Role0 (Mon Jan 01 00:00:00 GMT 2001; Mon Jan 01 00:00:00 GMT 2035)>]

2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- creating new PermisSubject 

These log statements tell you the parameters received by getCreds and the valid roles that getCreds has produced.
(20)
2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -INFO - Get Creds has returned the following valid roles: (permisRole: Role0)

2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Get Creds has returned the followingset of subsets [<role permisRole: Role0 intersection of (Mon Jan 01 00:00:00 GMT 2001; Mon Jan 01 00:00:00 GMT 2035) (-oo; +oo)>]
These log statements show you the set of valid roles that getCreds has produced to make a decision on.

(21)
2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Calling the PERMIS PDP for a decision

2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Sending the following parameters to Decision: 

2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Creds : set of subsets [<role permisRole: Role0 intersection of (Mon Jan 01 00:00:00 GMT 2001; Mon Jan 01 00:00:00 GMT 2035) (-oo; +oo)>]

2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Action : GET

2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -DEBUG- Target : http://129.12.16.191/secure3

These statements show you the information that will be sent to the PDP in order for it to make a decision.

(22)
2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- Decision Called

2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- Creating a response

2006 Oct 24 15:38:52 [issrg.pba.PermisRBAC] -DEBUG- Response Created

These statements show you the progress of the decision making process.

(23)
2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -INFO - Authorisation succeeded.

2006 Oct 26 18:55:07 [issrg.shibboleth.ShibPermisRBAC] -INFO - Authorisation failed.
These statements show you the final decision of the Decision Engine.

(24)
2006 Oct 24 15:38:52 [issrg.shibboleth.ShibPermisRBAC] -INFO - *** DECISION REQUEST PROCESSED ***
This statement tells you that the decision request has been processed and marks the end of the logging statements for this process.

