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Introduction

The PERMIS Shibboleth Apache Authorisation Module (SAAM) is essentially an Apache module that uses PERMIS to control access to websites that use either Apache or Shibboleth to provide user authentication. 
Please read the PERMIS SAAM Installation Cookbook first before you do the tests in this test guide.

Currently the mod_permis Apache module in the SAAM package only works on the Linux platform. mod_permis for other platforms will be provided later. 

For Apache Users

1 Preparation
Please follow Section 1 in the PERMIS SAAM Installation Cookbook – Apache instructions (SAAM Apache User Guide) to prepare the installation environment. In this stage, you should: 

1. Install an Apache web server 2.0 on your Linux machine, the root directory for it is $APACHE_HOME;

2. Install a Java Runtime Environment 1.4 on your Linux machine, the root directory for it is $JAVA_HOME; if you have already had JRE on your machine, type “java –version” to verify the version.
3. Download and unzip the SAAM installation kit (http://sec.cs.kent.ac.uk/permis/private/saam/saam_3_14_3.zip) to a directory in your machine, say </home/target/saam>. 

4. Download and unzip the modified mod_auth_ldap package (http://sec.cs.kent.ac.uk/permis/downloads/mod_auth_ldap.tar.gz) to a directory in your machine, say </home/target/mod_auth_ldap3.0>. 
Besides, a public LDAP server at Kent ldap://sec.cs.kent.ac.uk is available for testing purposes. 
During the tests, you need to log in as the root user of your Linux system. 

2 Acceptance tests

You need to do the following tests in sequence. 

Test 1: Test the Apache server

This test is to confirm that you have correctly installed the Apache server on your machine before any further installations. 

1. Start Apache server by execute: 
$APACHE_HOME/bin/apachectl start 
where <$APACHE_HOME> is your Apache home directory;

2. On your machine in a browser, try to access http://localhost. The default Apache homepage should display in your browser.  
Test 2: Test the modified mod_auth_ldap 
1. Follow Step 1 in the SAAM Apache User Guide to install the modified mod_auth_ldap (http://sec.cs.kent.ac.uk/permis/downloads/mod_auth_ldap.tar.gz) to your Apache server; 

2. Insert the following directives into the Apache configuration file httpd.conf. 
LoadModule mm_auth_ldap modules/mod_auth_ldap.so 
<Location /apachesecure>

   AuthType Basic

   AuthName "Protected only by mod_auth_ldap"

   LDAP_Server 129.12.3.197 -------------- Note: This is the IP address of ldap://sec.cs.kent.ac.uk at Kent University.

   LDAP_Port 389

   Base_DN "c=gb"

   UID_Attr uid 
   require valid-user

   Options Indexes FollowSymLinks

   AllowOverride None

   order allow,deny

   allow from all

</Location>

3. In the directory <APACHE_HOME/htdocs>, create the location <apachesecure> in it; copy the file APACHE_HOME/htdocs /index.html.en to APACHE_HOME/htdocs/apachesecure/index.html;  

4. Start the Apache server by executing:
$APACHE_HOME/bin/apachectl stop (if you have not done so)
$APACHE_HOME/bin/apachectl start

5. On your machine in a browser, try to access http://localhost/apachesecure, you will be prompted to input your user name and password. Input “User0” and “User0” respectively, which belong to a test user on ldap://sec.cs.kent.ac.uk. 

6. After authentication above, you should see the default Apache homepage, then you can be sure mod_auth_ldap has been correctly installed.
Test 3: Test the loading of mod_permis Apache module by Apache server

1. Follow Step 2, 3 and 4  in the SAAM Apache User Guide to install the SAAM module on your machine; 

2. Make sure that the following directives are also added to httpd.conf: 


PermisACAttribute attributeCertificateAttribute


PermisPKCAttribute userCertificate

PermisDebug debug

The PermisDebug directive can enable SAAM to output some debug information in the file $APACHE_HOME/logs/error_log;

3. Start the Apache server by executing:
$APACHE_HOME/bin/apachectl stop (if you have not done so)
$APACHE_HOME/bin/apachectl start
4. On your machine in a browser, try to access http://localhost/apachesecure, you will be prompted to input your user name and password. Input “User0” and “User0” respectively, which belong to a test user on ldap://sec.cs.kent.ac.uk. After authentication, you should see the default Apache homepage.

Now you can be sure that mod_permis has been loaded by the Apache server and it doesn’t affect the running of mod_auth_ldap. 

Tips: If you fail to execute the following command correctly: 

export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:$JAVA_HOME/jre/lib/i386/client:$JAVA_HOME/jre/lib/i386

then the Apache server will not be able to start up at this stage. 

Test 4: Test the running of SAAM (1)
In the directory <$APACHE_HOME/htdocs>, create the location <secure2> in it; copy the file $APACHE_HOME/htdocs /index.html.en to APACHE_HOME/htdocs/ secure2/index.html. 

You have set up an Apache-PERMIS protected location </secure2> following Step 4 in the SAAM Apache User Guide.  

1. Start the Apache server by executing:
$APACHE_HOME/bin/apachectl stop (if you have not done so)
$APACHE_HOME/bin/apachectl start
2. In your browser, try to access http://localhost/secure2, you will then be asked to log in and you can use the username/password User0/User0 to be authenticated. Then  you will be given access to this location in your browser.

3. Stop the Apache server by executing:
$APACHE_HOME/bin/apachectl stop
4. View the file $APACHE_HOME/logs/error_log, you will see the following messages near the end of it: 

pConf[2]ldap://sec.cs.kent.ac.uk*
creds doesn't exist
Going to PULL ACs

Authorisation succeeded.
If your SAAM is not correctly configured, then you will not see these messages in the error log; in this case please refer to the Section Debug information and the Section Possible problems for SAAM in the SAAM Apache User Guide.
Test 5: Test the running of SAAM (2)
1. Close your browser and restart it again, then try to access http://localhost/secure2, you will then be asked to log in, this time you can use the username/password User1/User1 to be authenticated. Then  you will be denied access to this location in your browser this time.

2. Stop the Apache server by executing:
$APACHE_HOME/bin/apachectl stop
3. View the file $APACHE_HOME/logs/error_log, you will see the following messages near the end of it: 

pConf[2]ldap://sec.cs.kent.ac.uk*
creds doesn't exist
Going to PULL ACs

Authorisation failed.
Now you can be sure that SAAM is working correctly on your machine. 

Test 6: Test your own LDAP system

In the above tests, you are using the LDAP system at Kent University. Now you need to migrate to your own LDAP system.

1. Follow Step 6 in the SAAM Apache User Guide to migrate to your own LDAP authentication system for SAAM. 
2. Start the Apache server by executing:
$APACHE_HOME/bin/apachectl stop (if you have not done so)
$APACHE_HOME/bin/apachectl start
3. On your machine in a browser, try to access http://localhost/apachesecure, you will be prompted to input your user name and password. Input the user name and password User0/User0 which are specified by your own LDAP, then after authentication, you should see the default Apache homepage, then you can be sure your LDAP system has been correctly configured for SAAM.
Test 7: Test your own PERMIS policy

1. Follow Step 7 in the SAAM Apache User Guide to generate and use your own PERMIS policy in your own LDAP system for SAAM.  
2. Start the Apache server by executing:
$APACHE_HOME/bin/apachectl stop (if you have not done so)
$APACHE_HOME/bin/apachectl start
3. On your machine in a browser, try to access http://localhost/secure2, you will be prompted to input your user name and password. Input the user name and password User0/User0 which are specified by your own LDAP, then after authentication, you should see the default Apache homepage, then you can be sure your PERMIS policy has been correctly configured for SAAM.
3 Debug information and possible problems for SAAM

Please refer to the Section Debug information and the Section Possible problems for SAAM in the SAAM Apache User Guide. 

For Shibboleth Users

1 Preparation
Please follow Section 1 in the PERMIS SAAM Installation Cookbook – Shibboleth Instructions (SAAM Shibboleth User Guide) to prepare the installation environment. In this stage, you should: 

1. Install an Apache web server 2.0 on your target Linux machine, the root directory for it is $APACHE_HOME;

2. Install a Java Runtime Environment 1.4 on your target Linux machine, the root directory for it is $JAVA_HOME;

3. Shibboleth target and origin should both be working on the target machine and origin machine respectively, and mod_auth_ldap is used for authentication on the origin machine, and on the target machine the location /secure2 is protected by Shibboleth.

Besides, a public LDAP server at Kent ldap://sec.cs.kent.ac.uk is available for testing purposes. 
During the tests, you need to log in as the root user of your Linux systems. 

2 Acceptance tests

Please first follow Step 1 – 8  in the SAAM Shibboleth User Guide to configure Shibboleth and set up SAAM on the target machine and origin machine. Please make sure that the following directives are also present in the Apache server configuration file httpd.conf  on the target machine: 


PermisACAttribute attributeCertificateAttribute


PermisPKCAttribute userCertificate

PermisDebug debug

The PermisDebug directive can enable SAAM to output some debug information in the file $APACHE_HOME/logs/error_log;

Then you can do the following tests in sequence. 

Test 1: Test the Apache server on the target machine

This test is to confirm that you have correctly installed the Apache server on your machines before any further installations. 

1. Start Apache server on the target machine by execute: 
$APACHE_HOME/bin/apachectl start 
where <$APACHE_HOME> is your Apache home directory;

2. On your target machine in a browser, try to access http://localhost. The default Apache homepage should display in your browser.  

Test 2: Test Shibboleth

This test is to confirm that you have correctly installed Shibboleth on your systems. In the configuration sections in the Shibboleth configuration file apache.config (for Apache 1.3) or apache2.config (for Apache 2.0) as part of the Apache server configuration file httpd.conf , you have set up a Shibboleth protected location as follows on the target machine: 

<Location /shibsecure>

  AuthType shibboleth

  ShibRequireSession On

  require valid-user

</Location>

1. On the origin machine, start up the Shibboleth origin site by starting up the Apache server and Tomcat server.

2. On the target machine, start the Apache server by executing:
$APACHE_HOME/bin/apachectl stop (if you have not done so)
$APACHE_HOME/bin/apachectl start
3. On the target machine in a browser, try to access http://localhost/shibsecure, and you will be asked to input username/password for authentication.  You should be able to authenticate by using User0/User0, then be granted access to this location in your browser. 

Test 3: Test the running of Shibboleth and SAAM (1) 

This test is to confirm that you have correctly installed SAAM on your systems. In the configuration sections in the Shibboleth configuration file apache.config (for Apache 1.3) or apache2.config (for Apache 2.0) as part of the Apache server configuration file httpd.conf , you have set up a Shibboleth and SAAM protected location as follows on the target machine: 

<Location /secure2>

  AuthType shibboleth
  PermisAuthorization 
  ShibRequireSession On

  require valid-user

</Location>

1. On the target machine, start the Apache server by executing:
$APACHE_HOME/bin/apachectl stop (if you have not done so)
$APACHE_HOME/bin/apachectl start
2. On the target machine, close your browser and restart it again, then try to access http://localhost/secure2, you will then be asked to log in, you can use the username/password User0/User0 to be authenticated. Then you will be granted access to this location in your browser.

3. Stop the Apache server by executing:
$APACHE_HOME/bin/apachectl stop
4. View the file $APACHE_HOME/logs/error_log, you will see the following messages near the end of it: 

pConf[2]ldap://sec.cs.kent.ac.uk*
Authorisation succeeded.
Test 4: Test the running of Shibboleth and SAAM (2) 
1. On the target machine, close your browser and restart it again, then try to access http://localhost/secure2, you will then be asked to log in, this time you can use the username/password User1/User1 to be authenticated. Then you will be denied access to this location in your browser.

2. Stop the Apache server by executing:
$APACHE_HOME/bin/apachectl stop
3. View the file $APACHE_HOME/logs/error_log, you will see the following messages near the end of it: 

pConf[2]ldap://sec.cs.kent.ac.uk*
Authorisation failed.
Now you can be sure that Shibboleth and SAAM are working correctly on your machine. 

Test 5: Test your own LDAP system and PERMIS policy

In the above tests, you are using the LDAP system at Kent University. Now you need to migrate to your own LDAP system.

1. Follow Step 10 – 13 in the SAAM Shibboleth User Guide to migrate to your own LDAP authentication system and PERMIS policy for Shibboleth and SAAM. 
2. On the origin machine, start up the Shibboleth origin site by starting up the Apache server and Tomcat server.

3. On the target machine, start the Apache server by executing:
$APACHE_HOME/bin/apachectl stop (if you have not done so)
$APACHE_HOME/bin/apachectl start
4. On the target machine in a browser, try to access http://localhost/secure2, you will be prompted to input your user name and password. Input the user name and password User0/User0 which are specified by your own LDAP, then after authentication, you will be granted access to this location in your browser, then you can be sure your LDAP system and PERMIS policy have been correctly configured for Shibboleth and SAAM.
